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SUBJECT: The public record on Internet pharmacies, GAO report, drug safety and affordability

In June of 2013, pursuant t@&ion 1127 of the Food and Drug Administration Safety and Innovation

Act, your committee received a report from the GAO about Internet pharmaces t i t | ed “ 1 nt ern
Pharmacies: Federal Agencies and States Face Challenges Combatting Rogue Sites|yPEnbca

A b r o-ahdit'ignored evidence and analysis showing that safe international online pharmacies are a

lifeline of affordable medication for millions of Americans. Instead, the @A@gly labels safe foreign

online pharmacies as rogue online piraacies. To correct the public recordye have prepared and are

providing to your committee the enclosed holistic, consuffemused, evidencbased analysis about

online pharmacies within the important context of a health crisis caused by high drug ipriseerica.

This report, entitled, “Online Pharmacies, Person
appropriately guide lawmakers on how to protect the public from counterfeit or substandard

medication from rogue online pharmacies. The repo#tthored by Gabriel Levitt, Vice President of
PharmacyChecker.com, who has been directly involved, on a daily basis, for the past 12 years with the
evaluation of online pharmacies and prescription drug costs and has participated in multiple forums and
published several articles as an expert on this topic, including providing testimony before the House
Judiciary Committee’'s Subcommittee on Courts, I nt

We urge you to read the enclosed report and include it in the public record to help prevent a
completely unnecessary travesty in which millions of Americans are cut off from safe and affordable
medication due to actions stemming from the flawed research and analysis in the GAO report.

Legitimate public health concerns abaogueonline pharmacies are being misused by the
pharmaceutical industry to encourage legislative, regulatory, and private sector actions that curtail
access to licensed pharmacies providiate and affordable medication. The consequence of overreach



could be millions more Americans facing economic hardship or having to forgo prescribed medication,
which studies show can lead to more sickness and death. Already, tens of millions of Americans go
without medications due to cost.

Despite federal prohibitiongccording to the CD@bout five million Americans buy prescription drugs

from foreign sources each year for reasons of cost. Many of these purchases are from safe international
online pharmacies that require valid prescriptions. Yet the Obama admiiistiand the FDA have

worked in tandem with the pharmaceutical industry to educate consumers not to purchase more
affordable, genuine medication from Canadian and other pharmacies that could save their lives. The
well-documented facts of our report helprgvide a road map for action that is beneficial to regulators,
lawmakers, private industry and, most importantly, millions of esshpped Americans who are

struggling to afford lifesaving medications.

We are available on short notice to answer youesgfions in writing or in person.
Sincerely,

Tod Cooperman, M.D., President
Gabriel Levitt, Vice President
PharmacyChecker.com

CC: By Email/PDF:
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A GAO report entitled “lInternet Pharmaci es:
Rogue Sites, Particularly Those Abroad,” co

reviewed research that could lead lawmakers and their staffiraw erroneous conclusions about
international online pharmacies, potentially resulting in unnecessary enforcement actions that
disadvantage consumers and threaten the public health. According to the U.S. Centers for Diseas
Control and Prevention (CIp&bout five million Americans buy prescription drugs from foreign sourc
each year for reasons of cost. The evidence provided herein, including consumer testimonials anc
empirical data, shows that safe international online pharmacies are lifelinesastiafile medication for
many Americans. While rogue pharmacy sites can be very dangerous, overly broadansidéred
Federal enforcement againsafe internationabnline pharmacies will lead to fewer Americans taking
prescribed medication.
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EXECUTIVE SUMMARY

The U.S. government relies on the Government Accountability G@&ia®© Yor objective and

independent research and analysisggivernmentprograms and policies thaiffect publich e al t h. GAO’
report entitled Internet Pharmacies: Federal Agencies andeStéace Challenges Combatting Rogue

Sites, ParticularlfhoseAbroad(th e  “ r& A © tcontains critical inaccuracies and omits important
peerreviewedresearch to the extent that lawmakers and their staffs will likely draw erroneous

conclusions abodinternationalonline pharmacies that could lead to overreaching and unnecessary

enforcement actions that disadvantage consumers tmdaten publichealth. TheGAO reportvas

written pursuant to Section 1127 of the Food and Drug Administration Safety aoddtion Act of

2012(FDASIAR hw dedicated to protectingublic health?

In contrast to the GAO report, the followimglisticc consumeifocused evidencebased analysis
discussesnline pharmaciesvithin the important context of a healthrisiscausedby high drug prices in
America,andcanmore appropriatelyguide lawmakers on how to protect thgiblicfrom counterfeit or
substandard medicatiarLegitimate public health concerns about rogue online pharmacies are being
used to encourage legislativeagulatory, and private sector actions that curtail online access to safe and
affordable medicatiorf.The consequence of overreachuldbe millions moreAmericans facing

economic hardship or having to forgo prescribed medicatiinich studies showanlead to more

sickness and death

Fifty million Americans did not fill a prescription due to cost in 2012, according to the Commonwealth
Fund? According to the Harvard School of Public Health, over half of Americans who do not take
prescription medicatin due to cost report becoming sick&Fhatmeanspotentially 25 million

!Internet Pharmacies: Federal Agencies and States Face Challenges Combatting RogaetiBits]y AbroadGAG13-560
(Washington, D.C. July 2013). 8ée://www.gao.gov/assets/660/655751.pdt ast accessed 10/7/2014].
2pub. L. No. 11244, § 1127, 126 Stat. 993, 1118 (2012).

3Graczyk, Lee, “Americans Can’t Af ford U. S.ThetlldcCongraess Blagn , Need
seehttp://thehill.com/blogs/congressblog/healthcare/22365@americanscantafford-usmedicationneeda-safealternative

[Last accessed 11/12/14]. See Gabriel Levitt, “ 1 nToeoHillveni ent
Congess Blogseehttp://thehill.com/blogs/congresshblog/healthcare/220034nconvenienttruths-about-foreign-online-

pharmacie§ Last accessed 10/30/2014]. See Roger Bate, “Google’s A

RealClearMarkets.com, see
http://www.realclearmarkets.com/articles/2011/09/28/googles_advertizing_freedom_is_curtailed_99281[hast accessed
10/19/2014].

“Brown, Maie T., and Jennifer K. BusséllMe di cat i on Adhe Mayo Cligc Provéedd@6Ci 42014 ;s 304314
[Lastaccessed 1/19/2015jttp://www.ncbi.nlm.nih.gov/pmc/articles/PMC3068890/

®S. R. Collin&. Robertsor . Garber, and M. M. Doty, “Il'nsuring the Future:
of I mpl ementi ng t hTee CarhnioowealtlaFuhderil 208r e Act ",
http://www.commonwealthfund.org/~/media/files/publications/fund

report/2011/mar/1486 collins_help_on_the_horizon 2010 biennial _surveyorefiinal v2.pdf [Last accessed 9/17/2014].
®Harvard School of Public HealthBA Toda¥aiser Family Foundatiohlealth Care Costs Surygpnducted April 25June 9,

2005). The survey finds that 20% of respondents, adult Americans, report not filling a prescription due to cost; 54% of those
respondents said their condition got worse as a result. Extrapolated to the 2012 population ofilahs older, which is
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Americans become sicker each year b‘dwadngtthet hey ca
U.S.Centers for Disease Control and Preven(i@®C)aboutfive million Americas buy prescription

drugs from foreign sources each year for reasons of tésiditionalestimates show that between four

and five million Americans get their imported prescription drugs through international online

pharmacies due to their lower pricés.

As agovernment performance audithe GAO reporimustabideby generally accepted government
auditing standard$§GAGAS). Those standandslude a responsibility tmeet stringentprofessional and
ethical standardsincluding*..exercising reasonableare and professional skepticisReasonable care
includes acting diligently in accordance with applicable professional standards and ethical principles.
Professional skepticism is an attitude that includes a questioning mind and a critical assessment of
evi defice. ”

TheGAO repordoes not meethe appropriate performance audit standarbdecausédts conclusions are
mostlybased orconsultations withstakeholderghat havesignificantf i nanci al i nterests i
outcomeor the organizationshey fund:the GAGseems to relyn their dataand positions without a
“guestioning mind and a The GAD alsmsleporssriscaldamimmat of ev
providedby industry and governmergources GAQOdid notconsulta wider range bavailabledata,

expert analyss, andstakeholdersknown to its authorghat would have resulted in a more balanced

analysis™ Central to the abovghe GAOseems taneglectthe public interest byrompletelyomitting a

discussion about Americamgho rely onsafe and effective prescription drug imports ordeifeaim

foreign Internet pharmacie®nesthe GAO repormistakenlyreferstoas“ r oy u e

The GAQorrectlypresentsthe regulatory challenges to shutting dowogueonline pharmaciesbut
incorrectlyconflates such dangeroysharmacywebsites withsafe online pharmaciebat sell

medication from licensed pharmacies in Canada and other countrieighoffer Americans a souraaf

affordable medicatio{f “ saf e i nter nat i oThaconflaionunnecessarpylrcatadimaci es” )
access teafemedicationbecausdederal regulatory angbrivate enforcement actions against rogue

online pharmaciegngulfsafe international online pharmaciéisat Americans rely on

234,564,071, the number is approximately 25 million people. B&pe//kff.org/health -costs/polHinding/health-care-costs
§urvav—summarvand-chartpack/[Last accessed 7/5/2014].

ibid
SCohen RA, Kirzinger WK, Gindi RM, “Strat e gNadoral Gestexfdr by adul t s
Health Statistics data brief, no 1119.S. Centers for Disease Contint PreventionApril 2013, Hyattsville, MD: see
http://www.cdc.gov/nchs/data/databriefs/db119.pdf[Last accessed 7/22/2013].
Consumer Reports National ReseabchgCénhekjngBPet | BBy ” PAagasti
http://www.consumerreports.org/health/resources/pdf/besbuy-drugs/2011BBDRxpoll-public-release.pdfLast accessed
9/17/2014].
10 Government Auditing StandardsSAG12-331G (Washington, D.C., December 2011), see
http://gao.gov/assets/590/587281.pdL ast accessed 9/17/2014].
" Such as peer reviewed studies by Roger Bate and Aparna Mathur at the American Enterprise Institute; recommendations
from studies funded by the California HealthCare Foundation; and earlier studies by GAO on Internet pharmacies, all of which
are discusseih this report. Supporters of buying medications from international online pharmacies include Mature Voices
Minnesota, Coalition of Wisconsin Aging Groups, the Congress of California Seniors, Third Power Age, and New York Statewide
Senior Action Councilnd nongovernmental organizations such as RxRights.org and Demand Progress; and companies such as
PharmacyCheceker.com, founded in 2002 to evaluate online pharmacies, U.S. and foreign, and compare their drug prices.
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In part, he problem stems fromdéfr ent <cl assi fication systenhhe to def
National Association of Boards of Pharmacy (NABP) and the GAO report wrongly refer to safe
international onl i hegitSpriptaarstakeholdee that imrepedtediycged i thé
GAOreportc | assi fies these safe online pharmacies as *
overl ooked in the GAO report. A more usedul and h
drugselling website that intentionally selfake, adulterated, or unlicensed medication; genuine and

regulated medication that is not dispensed by a licensed pharmacist and/or pursuant to a valid

LINS&ONR LI A2y T FHsbefinyichpravifies a dlegr framdéivodzRo®gable lawmakers and

regulators to target dangerous foreign and domestic pharmacy websites without overreaching

enforcement action against safe ones.

TheGAO reporasserts that most rogue online pharmacies operate fromoadrHowever, acording to
the data ofindustrystakeholdersonsulted by the GAQt isactuallynot clear whether there are more
rogueonline pharmacies based in the United Stadesbroadl n it s focus on phar maci
GAO reporbbfuscategechnicalviolations ofdrug importationlaws by Americans whimport safe and
effective medication for personal uséth the use ofdangerous web pharméaes, foreign and domestic

TheGAO reportargely relies on datandanalysis it obtained frorpharmaceutical companies, U.S.
pharmacies and organizations they fund, dederal agenciegarticularly the U.S. Food and Drug
Administration(FDA) The aforementionedentities do not recognizéhe public healthbenefits ofonline
access tsafe andmore affordable pharmacies outside the UTheir positiots are untenable because
the publichealth benefits of safe,personally imported medication purchased onlime indisputable—
as explained below.

TheNational Consumers Leag(l¥CL)dentifies125,000annualdeathsdue to prescriptiormedication
non-adherence but that numberonly applies to noradherence related to heart conditions andoased

on datafrom a 1998 articlé?l t ' s  uhovkrmapywdeathsire currently cue to prohibitive drug costs

but gven the prominence of cost as a barrier to ac¢cé®s numbers arelearlyunacceptableA2012

CVS survefpund that61% of U.S. pharmacists cite drug costs asthe mainréasoe r i c atake don
their medications'®

For the past fifteen years Americans have ordered medication from Canada and many other countries
over the Internet fromlicensedpharmacies that require a valid prescriptiremploytrained and

12 McCarthy, R:The Price You Pay fdre Drug Not Take&Business Health998.

B« cvs/ cCaremark Surve y Says Cost i QV%argrgad(msighISe@tembéré“?r,20120 Prescr|
see http://info.cvscaremark.com/cvénsights/cvscaremarksurveysayscostbiggestbarrier-prescriptionradherencdl ast

accessed 9/17/2014]; or Seatp://www.prnewswire.com/newsreleases/cvearemarksurveypharmacistssaycostis-
biggestbarrierto-medicatioradherencel71516471.htm[Last accessed 9/17/2014].

“This report concurs with the definition of “valid prescript]
the National Association of Boards of Pharmacyalid prescripi on i s one wr i tten-prpctitoreuant to a
relationship” consultation between “@&alliidéPriPaded eind aintelmc Kreed apr

means the following have been establishBd patient has a medit@omplaint;2) a medical history has been takes),a face
to-face physical examination adequate to establish the medical complaint has been performed by the prescribing practitioner
or in the instances of telemedicine through telemedicine practice apgmtdoy the appropriate Practitioner Board; and 4) some
logical connection exists between the medical complaint, the medical history, and the physical examination and the drug
prescribed.


http://info.cvscaremark.com/cvs-insights/cvs-caremark-survey-says-cost-biggest-barrier-prescription-adherence
http://www.prnewswire.com/news-releases/cvs-caremark-survey-pharmacists-say-cost-is-biggest-barrier-to-medication-adherence-171516471.html
http://www.prnewswire.com/news-releases/cvs-caremark-survey-pharmacists-say-cost-is-biggest-barrier-to-medication-adherence-171516471.html

licensed pharmacistsind protect their patientsprivacy’® There are no reported incidents of an
American dyingr experiencing a severe adverse reactioom taking a medication ordered online from
a pharmacyutside the U.Shat requiresa prescription from a licensed healthcare provider who has
physically exatined the patient'® There are also no reported deatbs serious illnessesue to
dispensing errors committed by safe international online pharmaeibfie dispensing problems in U.S.
pharmaciesare routine anchave killed and sickened maAynericansverthe past decadé’

Thousands oAmericanshave publicly affirmedhat they greatlybenefitfrom lower costmedication
availablefrom international online pharmaciemndthat such access sasé¢heir lives and prevents
financialhardship:® *° Here are a fewxamples of what Americans are saying:

Morton Ross, Palm Harbor, FL 20D4-0 3, rmeTdhse | take daily, feamd t he di f
deat hl cannot afford the higher prices at | ocal pt
Darilyn Schlie, Fort Worth, TX 201840 3 , “ \thie akbility to go outside the 1& | will not be able

to afford the medication | need. ”

James Marshall, Nashville, TN 201@4-0 3 , ‘o have emphysema and coul d n

not for being able to order some of them from out

By faling to notethat personal drug importatiofrom safe international online pharmaciesa public
health benefit as exemplified by the above testimonials, the GAO report doeprogeerly or fully
inform Congress aboubreigninternet pharmacies.

*For examplesuch pharmacists have provided testimony before Corggréke Canadian International Pharmacy Association

was founded in 2002. That association’s vice president at th
Government Reform, Subcommittee on aBanadmmliceRsedpharnsacish andwhatell | ne s s
graduated | pledged an oath to take the health, safety, and-bebtig of my patients as a priority. I\&the privilege of

working incommunity pharmacy for 8 years, and also in academia, and | have had thetabilork with patients, and every

time | did | took that to the strongest possible level. | think patient safety and overall patient health should be thg pfior

any pharmacist working in any kind of realm, be it hospital, retail, or innovativeetglof service such as distarbased

del i very oU.S. Roaselommitted an GovErnment Reform, Subcommittee on Human RightS\aatidess,

International Prescription Drug Parity: Are Americans Being Protected or G&mede, Hearing, Ap8| 2003, Serial No. 108

12. Washington: Government Printing Office 2003. See

http://webcache.googleusercontent.com/search?g=cache:ua5hIPDo8yY J:https://bulk.resource.org/gpo.gov/hearings/108h/872
28.txt+&cd=4&hl=en&ct=clnk&gl=(ikast accessed 9/17/2014].

'® Neither the FDAor any other federal or state agency, or group, whether for or-poofit, has reported a single death or

serious adverse effect froersonal drug importation in a situation where the importing consumer hadlid prescription.

This is after about 15 years during which Americans have purchased medication online fromghegigacies.

"Cohen, Elizabeth, “Don’ tCNBldeathOdober 30j2007.c36¢e Phar macy Errors, "
http://www.cnn.com/2007/HEALTH/10/25/pharmacy.errorfi/ast accessed 9/7/2014d5ee Henr y | Miller, *“Med
Mi st akes Are a TeobeskebrBaryl16,200lo0 Swal | ow, ”
http://www.forbes.com/sites/henrymiller/211/02/16/medicatiormistakesare-a-tough-pill-to-swallow[Last accessed

9/17/2014].

18 Change.org Petition 203bver 2000 people, who identify their names and where they live in the U.S., comment about

buying their medications internationallittp://www.pharmacychecker.com/pdf/commentby-americansconcernedsection

708fdasia.pdf The comments were made on a petition of over 8000 signatunsted on Change.org:
http://www.change.org/p/kathleensebeliuspleasedon-t-stop-americansfrom-gettingmedicineat-lower-costoutsidethe-u-s

[Last accessed 9/19/2014].

¥ Also see RxRights.org consumer testimontats://www.rxrights.org/testimonials/.
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TheGAO reportdoes not take into account pertinediata aboutinternationalonline pharmacy safety
whichwaspublishedin two peerreviewedstudies Thosestudiesdemonstratethat medication ordered
from credentialedonline pharmaciegforeign anddomestic, vere safe and effectiveandthat those
credentialed online pharmacies all required valid prescriggidime credentialing agencies wetree
National Association of Boards of PharmadpBPR, LegitScripta private investigation and verification
company cotracted by the FDR PharmacyChecker.cora,private pharmacy credentialimpmpany
and drug price comparisomebsite and the Canadian International Pharmacy Association (CdPA)
Canadian trade association of pharmacies and pharmacists that sell mexlightimlly** The
medication purchased domestically in that study was al&8b more expensive than the same
medication purchsed fromother countries® That level of savings is substantial but much lower than
Americanften save PhamacyChecker.comprice comparison datalemonstrate thatsavingsare often
as high a®0% from credenéledinternationalonline pharmaciesvhen consumers have access to
online price comparisorand can find the lowest pricéd The FDA has relied on and cited
PharmacyChecker.coms data for its *wn drug price analyses.

TheGAO reporbmits a centralfindingabout the safety of Canadian Internet pharmadiasnd inan
earlierGAO reporf® Through test purchases of prescription drugs onli@é\ Oéasierreport found
that all Camdian Intenet pharmaciesequired prescriptions and sent genuine medicatishereas
some U.S. onte pharmacies did not requinelid prescriptiors.? The earlielGAO reportvas written at
least in partby the author of the newGAO reportMarcia Cross&

In addition to its previous, and moevidencebasedreport, the GAO might have considered

independent analysigublished bythe Center for Studying Health System Change, funded by the

California HealthCare foundation and the Robert Wood Johnson Rtiondwhich recommends that

U.S.states provideheir residents withy A° user ' s gui de and pr-basedorcompar i

2y.s. Food and Drug Administration, Department of HealthHunsian Services, FDA Contract Solicitation Nunfi@ASOL
10-106820102; Internet Monitoring and Support Servic€ontract award date, September"lﬁOlO, Contract award dollar
amount: $2,571,765.00; see
https://www.fbo.gov/index?s=opportunity&mode=form&tab=core&id=6e179a4b6e9d90bb5696dbfbc2edd@65 accessed
10/7/14].
“ Bate, RogerGingerZzhd i n, and A praWhonaWeMaust:iTkeerRple df Certification Agencies in Online Drug
Ma r k é'lhedB,E”Journal of Economic Analysis & PBlegember 2013, Volume 14, Issue 1, Pages1B0, ISSN (Online)
2129351682, ISSN (Print) 218408, DOI.Seel0.1515/bejeap20130085[Last accessed 9/19/2014].

ibid
= PharmacyChecker.oo (September 30, 2013Pnline Pharmacies May Help Many Afford Prescription Medication Under
ObamacargPress Release]. See
http://www.pharmacychecker.com/news/online_pharmacy_prescription_savings_obamacare 201 .aspaccessed
9/20/14].
#« EDA: U.S. Generics Can Be a Better SBRetegluigfimes Ddjmee Canadi an D
http://www.sptimes.com/2004/01/18/news_pf/Worldandnation/FDA__US_generics _can_.sitadt accessed 9/23/2014].
% nternet Pharmacies: Some Pose Safety Risks for Corss@A€304-820 (Washington, D.C.: June 17, 2004). See
Elettp://www.qao.qov/new.items/dO4820.pdeast accessed 9/17/2014]

ibid
" Marcia Crosse is an exceedingly talented and dedicated public seH@&mtesearch and policy analysis hageved Congress
and the Americampublic well for over 30 years. That Ms. Crosse is responsible for this report was surprising and disappointing.
The flawed analysis of the GAO repontnisstly a reflection of the legiative and regulatory capture by pharmaceutical
commercial interests in this issue area o t Ms . Crosse’s dedication and ability, whi
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other foreignbased online pharmacies, which would be particularly helpful to consumers who need
brand-name drugs?®

The G® could argue thathe language oBectiorl127neither expressly requestan independent
analysis on the issue of online pharmacy safety am@j@sor asks the question whether safe nthS.
online pharmacieare accessed bgnd helpAmericansindeed Section 1127 contagd nuanced biases

to maintain a narrow line of inquiry favorable to the commercial interests of pharmaceutical and U.S.
pharmacy companies. As evidence of that bias the record shows timternment relations advisor

and lobbyistworking with drug companies and a U.S. pharmaagie associatiordrafted Section

11272° Whilethis may explain the language of Section 1it2ibes not excuse GAO frdfaling ta 1)
consult sources that are nthown to behostile toAmericanconsumers buyingedication from

Canada and other countriesnline or otherwiseand2) engagngin anindependent inquiry and

analysis.

Even within thebiasedparameters of inquiry found i8ection 1127the GAO reporis notsufficiently
responsiveFor instanceSecton 1127requests an analysis tthe harmful health effects that patients
experience when they consume prescription drugs purchased through such pharmacy Internet Web

s i t—eefefring to websites thatsell prescription medication in violation fefderal and state laws™

The ndustry sakeholders consulted by the GAO have compiled dat¢his core issue of safegnd

found not a single example of patient harm resulting from purchasing medication outside the U.S. from
international online pharmaes thatrequire a valid prescriptiaff The GAO did not mentiomose

findings which are specifically responsivette core issue o$afetyand lend further evidence that
internationalonline pharmacies requiitg a prescriptionare safe.

TheGAO reportalls into questiorthe appropriateness ofhe U.S Drug EnforcemeAtg e n effgrts ®
combat dangerous web pharmacidheDEA views the Internet as awmsignificantsource of illegally
obtainedcontrolled drugsand online pharmacies aret a DEAriority.*? As explained in greater detail
below, the problem may beomewhatlarger than DEA asserts but GAO appears to defend the position
of one ofits stakeholdes, LegitScript, instead of analyzing therd data. Specifically,ite GAO report

2T u, Ha T. and Catherine Corey, “State Pr eHealthSygemiClwange Dr ug Pr i
Research Brief #February 2008, Centerrf&tudying Health System Changee Bttp://www.hschange.com/CONTENT/966/

[Last accessed 9/20/14].

“Ms. Libby Baney is identified as a lobbyist for the Alliance for Safe Online Pharmacies in this lobbying disclosure report:
http://soprweb.senate.gov/index.cfm?event=getFilingDetails&filing| D=6B1 B4IHBT348C69484

BOFF3B372B1F&filingTypelDfbast accessed 10/21/2014]. Ms. Banegw executive director of the Alliance for Safe Online

Pharmacies, is also now principalFWD Strategies Internationdh marking her consulting firm Ms. Barteikescredit for

drafting Sec. 1127, see http://fwdstrategies.com/services/ [Last accessed 9/20/14].

pub. L. No. 11244, § 1127, 126 Stat. 993, 1118 (2012).

®The Aliancefo Safe Online Pharmacies Response to the U.S. I ntel |
Public Comment on the Development of the Joint Strategic Plan on Intellectual Property Enforokngerst, 2012, see
http://safeonlinerx.com/wpcontent/uploads/2012/08/ASOMResponsédo-IPEC.pdf [Last accessed 12/19/2D13

%2 DEA Agent Robert Hill presentation at the Partnership For Safe Medicines Interchange Conference in October 2010. See
http://www.tubechop.com/watch/1046694Last accessed 9/20/14].

’
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doesnotment i on the source of the most extensive surve
abuseproblem, whichshows0.2%of prescription narcoti@buse is attributed to the Internéf

Despite the absence of any discussion about safe international online pharmacies3A@eeportthe

lead authorclearly recognizethat international online pharmacies can be sads evidenced by an

online videain which Ms. Cross#iscusses hereport.** The key safety issueaccording to Ms. Crosss,

that the dispensing pharmadg“real’ and that the patient has a prescription from a licenselth

provider. Sheaffirms the safety of personal drug importation when Americans buy online faended

Canadian pharmacies pursuant to valid prescrigitrin speaking taa consumer who orders from a
Canadian online pharmacshes t at es t hat i f the patient has “done
Canadian pharmacy, arstieknows that the drughehas been receiving is the drug that has been
prescribed® that’'s fine."

Current £deral and state laws that curtail access to safe and affordable medication from pharmacies
outside the U.Shurt Americanconsumers New regulations, executive brandhitiatives, and private
sector actions are now threatenintat accessompletely.Section 708 of FDASIA gives BizAnew
authority to destroygenuine and safemported medication valued at $2500 or lebsit only after

creating regulationshat allowpeoplean appropriatedue process to provide testimorg defend their
prescription drugmports.®’ TheGAO reporimentionssection 708ncein a footnote but does not
explorethe unintended consequences of seizing and destroying medications importedrknmal use.

In a floor statementn 2012during debate on FDASI&rmer Representativdo AnrEmersonRMO)

warned her colleagues about similar language to Section 708 that was in an eamdien of thebill:

“This language threatens a critical, teffective supply of medications and pharmaceuticals. These

drugs are exactly the same as their counterparts sold in America. | urge further discussion of this critical
issue in conference and a full examination of the consequences of passing thisoprovisi n 20 | aw. ”

More recently, Senat@Charles Grassley4{R), Dean Heller (RV), Angus KingME),David Vitter(R
LA) expressed serious concerns about the “potenti
Ameri cans” f f6angreSsmaKeithEllisonrotethe FDA about many of his

% Substance Abuse and Mental Health Services Administra&iesylts from the 2012 National Survey on Drug Use and Health:
Summary of National FindingdSDUH Series46, HHS Publication N(SMA)13-4795. Rockville, MD: Substance Abuse and
Mental Health Services Administration, 2013. See

http://www.samhsa.gov/data/NSDUH/2012SummNiaitfDet Tables/NationalFindings/NSDUHresults201 2 lpalt accessed
9/19/2014].

* For the relevant clip of an interview with Marcia Crosse,Asle GAO Live: Chat on Internet Pharmadiegust 19, 2013 at
http://www.tubechop.com/watch/1407272 for the whole discussion, ségtps://www.youtube.com/watch?v=gzvVK6GhF5Q
[Last accessed 9/19/14].

*ibid

*ibid

$"Pub. L. No. 11244, § 708 (2012).

®Representative JoAnn Emerson (MO), “FB2a0t.Send Drug Administr .

http://votesmart.org/public-statement/702416/foodand-drug-administrationreform-act-of-2012#.UxVJNo4s9[Last

accessed 9/22/14].

¥U.s. Senator David Vitter, “Vitter Fights to Keep Prescript.:
[press release], selattp://www.vitter.senate.gov/newsroom/pressivitteffightsto-keepprescriptiondrug-pricesaffordable
throughreimportation [Last accessed 9/20/14].
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constituents expressingerious concerns with ho®ection 70&vill impedetheir access to safe and
affordable medicatiorf®

Through its Office of the tallectual Property CoordinatqtPEG)Xhe Obama administrationreated and
encouragedolicies and actions affectiragcess tmnline pharmacie$: One of its focussis on
encouraging the private sector to také&IPEGol untary
encouraged thdormation of abusinessconsortium one nowestablished aa non-profit calledthe
Centerfor Safe Internet Pharmaci€€SIPWhile CSIRelps curb access togue pharmacies, it also
acts to discourage Americans from accessing safe, affordable pharmacies thditl& The CSIP
websiteis largely alearing house for information from pharmaceutical indudtmded groups such as
The Partnership for Safe Medicinaghich is funded by the Pharmaceutical Researchers and
Manufacturers of America (PhRMA) and led bg of P h a r wice presiders, and the Ntional
Association oBoards ofPharmacy, which runs Internet pharmacy programs that rely on funding f
the pharmaceutical industryan industry thatengagein scare campaignisy labelingany pharmacy
outside the U.Shat sells to Americanasrogue thusconflatinglicensed pharmaciewith dangerous
pharmacy website§’

Using funds providedy Eli Lilly, Merck, and Pfizer, the NABP iadpb the Internet Corporatiofor
Assigned Names ardumbers (ICANN) to operate a generic-tepel domain (gTLD) callggharmacy.
TheNABP will use theoharmacydesignation to identify any international online pharmacy as a rogue if
it sells to people in the U.8harmacies such as Walgreens, CVS, daadA\Ri can expect to obtain
permission to register gpgharmacyweb address, whereas the safest international online pharmacy will
be prohibited from doing s NABRwill launch public education campaigns urging consumess/tid

any drugselling websitetiat does not havepharmacyat the end of it, which could scare more
Americans away from safe and affordable medicatiithe time of this writing, the .pharmacy string
has been delegated to NABP, but ICANN is facing pressures from consumer grougs|@Ad\iN
community todelay its full implementatiof®

The “voluntary” protocol s encour agoelide anhdyphysidale Ob a ma
“gat ek eep erdttardecampdmiesansail carriers and domain registration to deny service to
safe international online pharmacies. For example, VISA, a member of CSIP, recently adopted policies in

“O etter to the U.S. Food and Drug Administration by Congressman Keith Ellison datéi 20h41See
http://www.regulations.gov/#!daumentDetail; D=FD2014N-05040022[Last accessed 9/20/14].
““ Obama Seeks Act i onSeouring DdustiSepemieh3a20ltsesi e s , ”
http://www.securingindustry.com/pharmaceuticals/obanrseeksaction-on-online-pharmaciesdomain
?Zames/s40/a567/#.VB3®fD mi[Last accessed 9/20/14].

ibid
4 Levitt, Gabriel, Statement to the House Judiciary CommiBiglecommittee on the Courts, Intellectual Property and the
Internet, September 1%, 2013, sedttp://docs.house.gov/meetings/JU/JU03/201308/101316/HHREA 13- JU03Wstate

LevittG20130918Ul.pdf[ Last accessed 10/21/2014]. Also by Gabriel Levitt
6, 2014, irhttp://infojustice.org/archives/3184.

44According to the NABP’'s new registration program for . phar m,
the jurisdictions where they are based and where they serve

licensal in Canada but not in a U.S. state they will all be banned from the prograrhttSgevww.dotpharmacy.net/.
s« Your 24,349 Signature Pet i tRxRights digedhttm/mww.rmghts.ort/24343 Oct ober 22,
signaturepetition-impact/ [Last accessed 11/6/2014].
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coordination with LegitScript that restrict the use of Visa credit céodprescription sales to U-Based
consumers to U.S. pharmacies offly.

Coordination with gatekeepers is one way to protect consumers from rogue pharmacy websites but it

need notand shouldnoa f f ect a consumer’' s abi oniinepharmacylTlec cess a
way to shutdown rogue online pharmacies demonstratedn a serie®f coordinated federal and global

actiors calledOperation Pangeavhichbringtogetherefforts bylaw enforcement and private

industry.*” According tdnterpol s iteePbasn g ‘@ctivitisstarget the three principal components

used by illegal websites to conduct their tradéhe Internet Service Provider (ISP), payment systems

and t he de |*Addiéianally, threugh/Qperagion’Pangea, counterfeiters (peapho make

counterfeit drugs) and thosthreatening publichealth through online drug sales have been arrested and
imprisoned?®

The question for lawmakers is this: which online pharmacies should be targeted by FDA and private

sector enforcement operations? A def i niti on of r o g u estrictipan publie p har me
health considerationgather than technical restrictions on personal drug importateord intellectual

property law providesthe answer.Those aline pharmaas in the business of selling genuine

medications, dispensed by a licensed phacynand pharmacist thatrequigep at i ent ' s prescr i |
shoul d not be dnstarlscontasticranihalsinthe lgusiress Ghtentionallyselling

fake, spuriouspr adulterated medications online, or real prescription drugs without requiriaglia

prescri pt i aviliors of Ameticars gra muyienuinemedications internationally, despite

technical legal prohibitiondecausehey are much lower cosStopping them from doing so would be

unethical and likely lead tmore people becomingickanddying Furthermore actions that are

necessary t@rotecto n eheatth should not be sanctioned as criminal to begin witdwmakers should

pass legislatioto remove criminal penalties (even if they are never enforced) that can be applied to

individuals who import small quantities of medication for their own use. Such laws are inimical to our

basic rightof life and liberty

v SA Policies Curtail Consumer Access to Safe Medicines Onl
PharmacyCheckerBlpBecembe 4, 2014, by Gabriel Levitt, Vice President, PharmacyChecker.com see
http://pharmacycheckerblog.com/vispoliciescurtailconsumeraccesgo-safemedicinesonline-reminiscentof-chinaor-
north-korea[Last accessed 1/19/2015.1 so see from the Canadian I nternational Pha
Ordering From Cl PA MiprbwercipaRdmanews/ahedksarebestwhenemleringfrom-cipa
memberpharmacies/[Last accessed 11/10/2014].

4 Interpol on Operation Pangea: shép://www.interpol.int/Crime-areas/Pharmaceuticairime/Operations/Operation

Pangedl ast accessed 9/22/14].

*ibid

“ibid

PLevitt , GabcseDyeft SEar ei g”hZI)ﬂLil\lelv\gYS)rkTimeMeer ch 24
http://www.nytimes.com/2014/03/25/opinion/scaretacticsover-foreigndrugs.html[Last accessed 1P1/2014]. Since cost is

noted as the factor most likely to cause an American to skip filling a prescription, it follows that many consumers who rely

safe international online pharmacies will go without needed medications if that option is removed.
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Section 1127 of e#dDa&B$U AbfidarnssaDr a |
Phar maceuti cal | ndustry Funded

TheGAOQinquiryinto online pharmacies mandated by FDASIA in its Section 1127 was drafted by a

lobbyist in the employ of government relationdirm (FaegreBD Consulgphired by theAlliance for

Safe Online PharmaciéaSOR)a group that is led by Eli Lilly, the National Association of Chain

Drugstores and LegitScriphe executive director of ASOP is Libby Baney, wadworuns a consulting

firm called FWD Strategies Internationdhc cor di ng to its website, FWD St
justaname;itiswhatwedemovi ng your v marketingherffiony MsaBarky nbteslthat

one of its services is drafting congressional legislation. As an example of dradtiegishe notes

Section 1127 of FDASIA among others relating to online pharthacy

As evidenced abov eSectiontl12g didnotencainage fhe GAQO itorperforin beaidus

research and independent analysis about online pharmacy safetyabh§ection 112Zonspicuously

calls for GAO to report on “Il aws, policies, and a
distinguish pharmacy Internet web sites that comply with Federal and State laws and established

industry standards from thoggharmacy Internet websites that do not comply wiguch laws and

standar dsa.n'guTlalget represents the “visiompaniesédndt he f o
people with a history? of working to curtaiccess by Americans lmwer costmedicationfrom safe

international online pharmacie¥.

| ndustry Dominance of nStakeho

Some pharmaceutical companies, including many members of the PhRMA, view foreign online
pharmacies as a commercial threat because Americans are ablgdm medications at lower prices
leading to lower profits® The U.S. pharmacy industry views HdrS. online pharmacies as unfair
competition because the latter can charge lower priceglany of thegroups identified by3AOas
stakeholders are drug compees and U.S. pharmaciesgroups that they fundincluding the following
groups:

ot Libby Baney is identified as a lobbyist for the Alliance for Safe Online Pharmacies in this lobbying disclosure report:
http://soprweb.senate.gov/index.cfm?event=getFilingDetails&filing|D=6B 1 B4IBCR48C69484
BOFF3B372B1F&filingTypelDfbast accessed 10/21/2014].

*Zibid
>3 See supra note 50.
“Some of ASOP' s funders seek extreme actions, such as “del i s

engines remove organic results so that Americans can no longer find online pharmacies that are not based in the U.S. See,
testimonyby Bruce Longbottom, JD, Eli Lilly, Statement to the House Energy and Commerce Committee, Subcommittee on

Oversight and Investigations, February'22014, seéttp://docs.house.gov/meetings/IF/IF02/20140227/101804/HHRT-

IFO2Wstate LongbottomB20140227.pdfLast accessed 10/24/2014]. View the actual testimony about deligtng

®*Hensl ey, Scott, “Drug Compani es Cr WallSti2et dogreakee Over | mport s, ’
http://online.wsj.com/articles/SB1064180614767947iGst accessed 10/21/2014].

% Shepherd, Marv, Impact of Drug Importation on Community Pharmacy and PatienQamegal of the American Pharmacists
AssociationVol. 47, No. 3, (May/June 2007) 3327.
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Alliance for Safe Onlirftharmacies

International AntiCounterfeiting Coalition

National Association of Boards of PharmBtyarmacies
National Association of Chain Drug Swore

National Community Pharmacists Association
Partnership for Safe Medicines

Pharmaceutical Security Institute

PhRMA

© NN

Of the 35 stakeholder groups identified by GAO, at least 33% (13) are pharmaceutical companies or
groups that receive funding by pharmaceutical companies or U.S. pharmacies. Another stakeholder is
the Center for Safe Internet Pharmacies (CSIP), as areotigh membercompaniesCSIP is a private
consortium of businesses formed in response to pressure by the White House Office of the Intellectual
Property Enforcement Coordinatdfwhich mostly operates as another voice and information
clearinghouse forte other stakeholders listetf. Three associations representing U.S. pharmacy boards
and pharmacies are listed above.

There are potentially unbiased stakeholders | iste
of datain the GAO report. The dnreal consumer organizationentioned as a stakeholderAARP, but

nothing in the report demonstrates that they contributed datatheir viewpoint was consideredARP

is on record as advocating the creation of an FDA list of approtedént pharmacés dispensing

prescription druggrom Canada and other countriédas well as recommending PharmacyChecker.com

and CIPA as information sources that help Americans find affordable medication from safe international
pharmacies?

An important source of dataf the GAO is LegitScript. In 2010, LegitScript obtained a contract from the

FDA for $2.6 million dollars to help FDA with Internet monitoring of online pharm3diesurn, with a

number ofpharmaceuticatompanies andhe National Association of Chaimug StoresNNACD}{

LegitScript funds and is a steering member of ABOB? The GAO report informs us that CSIP contracts

with a third party company to help identify rogue online pharmacies,domspicuouslyl o e s n’ t ment i
that the contracted company isegitScripf?

°" Supra note 43.

*%ibid

* prepared Statement of AARP, Statement to the Committee on Health, Education, Labor and Pensions, U.S. Sen8te, May 20
2004, S. Hrg. 10870, seéttp://www.gpo.gov/fdsys/pkg/CHRE 08shrg93889/html/CHR®E08shrg93889.htnflast accessed

10/24/2014].

&0 Hochadell, Maryanne, PharmD, BCPA& AARP Guide to RilBterling Publishing Company, 2006.

¢ Supra note 20.

%2 As disclosed on the website of Alliance for Safer@rgharmacies, selettp://safeonlinerx.com/aboutus/who-we-are/.

Earlier versions of ASOP’'s website showed specifigseresly that
were funders and steering members of the group.

®The GAO re port reads as f-pdrtycompanythdt @dadtively searchésitha lnterset tovidentify a t hi
rogue Internet pharmacies and disseminates this information to its memi@asgress should inquire why GAO did not just
identify Led%ptaSaryi"pt as the *3
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As reviewed in detail below, the NABP, another critical source of data used in the GAO report,
represents pharmacy boards. U.S. pharmacy boards, in turn, are staffed and led by U.S. pharmacy
owners and executives. The conflicts of intera&t @ear in that about 50% of pharmacy board
members own or work for a retail pharmd&ya group of people thagenerallyview international online
pharmacies, and any kind of personal drug importation, as unfair compethion.

History of Online Pharmacies

Thelnternet has facilitated a major proliferation ofiail-order pharmacyoperations Mail-order

pharmacies are not new; thdyaveserved Americans since thate 1800<° Internet pharmaciesoften
referred t o as,” canba definadeawepsheathatmzakdt &d sell prescription
medication over the Internet that is dispensed by roaider. When theybegan operating in thenid to

late 1990sonline pharmaciesgjuicklybecamea subject ofconcern forfederal regulators an@ongress

due to dangerous and illicit practic®sThe NABP created the Verified Internet Pharmacy Practice Sites
(VIPPSN 1999, a voluntary program open tlmmesticpharmacies to help consumers identify safe
online pharmacies.

Drugstore.comwhichlaunchedits website in 1999, was considered a firsbver in the industryandan
example of a safe online pharmasjthout a bricksand-mortar presencelt required a valid prescription
and dispensd medication from a licensed pharmadythe beginning ofhe last decade mostmajor
chain pharmacies were doing business onbgéakingnew and refillprescriptionorders and mailing
them across the countnprugstore.com and most but not ahline pharmacies associated witlajor
chain pharmacies andharmacy BenefiMlanagement{PBM companiesbecame VIPR&pproved by
2003.

Around 2000, Canadian pharmacidsganonline marketingto reachAmerican consumersyhich
providedAmericanswith access to lowpriced drugsPreviously personal drug importation from Canada
wasrelegated to thosdivingon borderstates This issue also gained public attention through media
coverage obus trips which brought seniors up to Canada to buy medication and wemetimes
sponsored by U.Sofiticianssupportive of reforming drug importation lawwsCanadian pharmacies
later began partnering with licensed pharmacies in other countiiesich as Australia, New Zealand,
and the UK, and later India and Turkey, as wethase infree trade zons. They did st part toevade

64Unpublished Research by PharmacyChecker 2014. We compiled the names and positions of almost all pharmacy board

members in the U.S. and found that 50% were working for and/or practicing in U.S. retail pharmacies.

%% Supra notes6.

¢ Horgan, B Goody, Ddfpp and L FittermarHealth Affairs9, no.3 (1990):684, The role of mail service pharmacies. See
http://content.healthaffairs.org/content/9/3/66.full. pdf[Last accessed 9/23/14]

" Internet Pharmacies: Adding Disclosure Requirements Would Aid State and Federal Ovess@fit;69, October 2000. See
http://www.gao.gov/assets/230/229781.pdfLast accessed 9/23/2014].

68Pear, Robert, “For Price BreaNewYﬁolkTimeﬁeg.emberﬁ;@O1gSeess Looks To C
http://www.nytimes.com/2001/09/09/us/for-price-breakon-drugscongresdooksto-canada.htm[Last accessed 9/23/2014].
69PharmacyChecker.(:om “Four Canadian Pharmacies Sourcing Drugs from Ou
2004), Seéttp://www.pharmacychecker.com/news/news_072104.asp
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supply restrictions imposed by pharmaceutical companies against Canadian pharinaicesoto take
advantage of even lowetrug pricesfound elsewheré®and to increase profits.

In 2002, PharmacyChecker.com began operations to verify both U.S. and foreign online pharmasacies

well asto comparedrug prices for consumeseekinghe lowest pricedor their medicationsCIPA was

foundedthat sameyear CI|1 PA’ s v i ded at pcorgessidnalmearing ia 2003 entitled:
“I'nternational Prescription Drug P&mRO0O4heFDAN e Amer
recogni zed Phar ma ctgllp eocoskmers fird thenlbwest gri€abdairedtes!

people towww.pharmacychecker.coms part ofmedia relations efforts to show that U.S. generic drug

prices are lower in the U.S. than in Can&da

While the Internet hagnabkd millions ofAmericans to findafe andower cost medicatiorfrom
outside the U.Sit has also created public healthminefield where dangerous websitgesing as safe
pharmaciesU.S andforeign,are accessed every d&/Such websitesellfake, adulteratedand/or low
quality medication orgenuine and safe prescription drulgst without requiring a prescriptiort* These
rogue online pharmaciesre aseriousthreat to patient safetyand have caused sickness and de3th

While too many Americans today haweline access to and buy from rogd@reign pharmacies, many

are benefiting from safe foreign pharmaci@#Americans, including elected officials and public health
regulators, know that lowpriced and safe prescription medication can be found online internationally.
For instance,drmer Healthand Human Services Secretary Kathleen Sebelius adopted a personal drug
importation program when she was Governor of Kansas that allowed consumers to find international
pharmacies over the Internéf. TheSate of Mainerecentlyupdated its pharmaciicensure

requirementsto permit sales fronpharmacieghat arelicensed in Australia, Canada, New Zealand and
the United Kingdom, in effect abolishing state restrictions on personal drug imports from those
countries’®

“Agovino, Theresa, “Canadian Internet Phar nsATodasAprii8 Sel | Med,]
2004. Sedttp://usatoday30.usatoday.com/news/health/200@4-13-netpharm_x.htm[Last accessed 9/23/2014].

" Supra note 15.

« EDA: U.S. Generics Can Be a Bett e rinSBReterghuig fiimds DrdideeCanadi an D}
http://www.sptimes.com/2004/01/18/news_pf/Worldandnation/FDA __US_generics_can_.shitadt accessed 9/23/2014].

73Mangan, Dan, “Patients Cross Border sCNBgsee Onl i ne Deals on Medi
http://www.cnbc.com/id/101686424#[Last accessed 11/22/14].

4 CBS This Morning “ 1 nsi de the Dangers of On htipfvewvwRdsreewsmaninevwes/mside Febr uar
the-dangersof-online-pharmacies/Last accessed 11/22/14].

"See section below “Patient Harm from Online Pharmcies."”

® Supra note 18.

T EFull Text of Gov. Ka ChOnkineNoverSbertl8® P0Ddysee News Rel ease, ”

http://cjonline.com/stories/113004/kan_sebeliustext.shtrfilast accessed 9/23/2014].
PBS Newshopr “ Mai ne's Prescription for Drug Safety: Go Foreign,”
http://www.pbs.org/newshour/bb/healthjuly-dec13mainerx_ 1109/ [Last accessed 11/22/14].
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Why Do Americans Go Online for Medication?

HighU.S. drug priceare one of themainreasorsthat Americans go onlin® buy mediation. As stated

previously, acording to theCDCaboutfive million Americanduy medication internationallgach year

due tohigh domestiarug prices’The CDC’ s figures and ot kieethes i dent i
past 15 years, tens of millions of Americans have purchased medi¢atioroutside the U.Susing
onlinepharmaciego save money or because they could not afford thiegs at their local pdlwrmacies

Ffty million Americandetween the ages of8.to 64 did not fill a pescription in 2012 due to cosip

from 29million in2001%° The datademonstrates thatAmericansheed international online pharmacies

due toa public health crisief high domestic drug pricé$

There are other reasons Americans go online to buy medication beside©uotisepharmacieffer
convenience and anonymitfforsomeconsumerswith mobility problemsor for those who live in rural
locations,ordering onine and receiving medication by mail can be very hel@thersmay feel
embarrassed about their mediceonditions, whichare sometimesinintentionallydisclosed at their
local pharmacy countef® preferringto order privatelyonline.

Unfortunately,someAmericans go online seeking medication with@itat obtaining a prescriptiofrom

their healthcare providrs.Many sich people should not be judgedmericans who are uninsureday

be unable tcafford the medical caranecessaryo get a prescriptiorandshop from online pharmacies

that do not requireone. Othersjustdon ‘'wtant t he “ hassl e” of going to th
prescription. There arebvious andnherent dangers in taking certain medications withdiust

consulting witha licensed pscriber Additionally, online pharmacieforeign and domestithat do not

require a prescription are more likely to sell falsified and substandard medication and not ship

medication safely’

Growing numbersof insured Americans the coming years, a selt of the Patient Protection and
Affordable Care Acwill lead to a declinén medicatiors ordered onlinewithout a prescription
However many newly insured will find that their prescribed medicasiare not coveredby their plans

" Supra note 8

g0 Supra note 5.

8« Medi cat i o:n A dchalrlenfereean Haact olrgedeptémberl, 2011 (volume 162 issue 3 Pages 422

DOI: 10.1016/j.ahj.2011.06.007). Authors: Hayden B. Bosworth, Bradi B. Granger, Phil Mendys, Ralph Brindis, Rebecca
Burkholder, Susan M. Czajkowski, Jodi G. Daniel, Inger Ekman, Michael Ho, Mimi Johnson, Staphet, Eakty Z. Liu, John

Musaus, William H. Shrank, Elizabeth Whalley Buono, Karen Weiss, Christopher B. Granger. See
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC394 7508l ast accessed/5/2014].

¥wal greens StS3tatcyyy Wealtgrheers’' New Pharmacy Model I ncreases F
Medi cati on Security,” September 23, 2013. See
http://walgreenstrategywatch.org/studywalgreensnew-pharmacymodetincreasesisksto-publichealth-patient-privacyand-
medicationsecurity/[Last accessed 9/23/2014]. Formh her sour ce: R Wageers Regused 1 Eeposingane , “
Cust omer Heal t h D arnfoamation \WeskSeebtte:#wwa.ihformaRidhiie®k.com/requlations/walgreens
accuseebf-exposingcustomerhealth-data/d/d-id/1112057[Last accessed 9/232014].

8 Supra note 21

15


http://www.ncbi.nlm.nih.gov/pmc/articles/PMC3947508/
http://walgreenstrategywatch.org/study-walgreens-new-pharmacy-model-increases-risks-to-public-health-patient-privacy-and-medication-security/
http://walgreenstrategywatch.org/study-walgreens-new-pharmacy-model-increases-risks-to-public-health-patient-privacy-and-medication-security/
http://www.informationweek.com/regulations/walgreens-accused-of-exposing-customer-health-data/d/d-id/1112057
http://www.informationweek.com/regulations/walgreens-accused-of-exposing-customer-health-data/d/d-id/1112057

andaretoo expensiveo pay forout-of-pocket at a U.S. pharma@yFor someijnternational online
pharmaciesarethe only route to obtaining needed medicatiéh.

Finally, somé&mericandooking to obtainprescriptionnarcoticswithout a prescription turn to the

Internet, but the prevalence of such purchasesaremallpart of America’s prescri
problem® Still, he most seriousiegative health consequences related to prescription drugs bought

over the Internet ardrom controlled drugs purchased withoatvalid prescription The Ryan Haight

Online Pharmacy Consumer Protection Act of 20@8ch largelybanned online prescribing for

controlled sibstances,was named after 18 yeard Ryan Haight who purchased prescription naresotic

from an online pharmacyased in Oklahomaithout a valid presction and died from an overdogg.

Online Pharmacy: lllegal Doesn’t Mean Unsafe

TheGAO repormisconstruesafety and legalityn its analysis of Internet pharmaciéhe reportstates

“By violating federaland dtae | aws, rogue I nternet phBorab@aci es t hr
fifteen years, often in violation of federal and state laws, millions of Americansdadgl/imported

medication ordered online, pursuant to a valid prescription for their own®i&&As evidenced

throughout thisreport,i * s not the violation of federal or st at
the actions of rogue pharmacy operatawho sellfake or otherwisedangerous medicatiaror real

medicationwithout requiring aprescription

The facts about personal drug importatiare as follows1) Through orders placed onlinesnts of
millions of Americankave importedmedicationfrom licensed pharmacies that require a prescription
over the past 15 years with no reportegathsor serious adverse effect) the practice igechnically
illegal under most circumstancge3) there is no evidence that shows personal drug importadiomon-
controlled medication where a prescription is requiiednherently unsafe4) accordindo the FDA, no
one has ever been prosecuted for importing small quantities of prescription drugs for persorial use.

%Gotliehb MD, Scott, “No, You Can’t Keep Your ,sPgugs Either Un
http://www.forbes.com/sites/scottgottlieb/2013/12/09/neyou-cantkeepyour-drugseither-underobamacare/[Last accessed
11/6/2014).

% Supra note 18.

% Substance Abuse and Mental Health Services Administra&iesylts from the 2012 National Survey on Drug Use and Health:

Summary of National FindingdSDUH Series46, HHS Publication No. (SM&)4795. Rockville, MD: Substanceuab and

Mental Health Services Administration, 2013. See
http://www.samhsa.gov/data/NSDUH/2012SummNatFindDetTables/NationalFindings/NSDUH@sRIsdf[Last accessed

9/19/2014].

SFl ahert vy, Mary Pat and Gil bert M. Ga u | WashingionPestOctabey 21t at i on Pr
2003. Sedttp://www.washingtonpost.com/wpdyn/content/article/2007/06/28/AR2007062801395.htfhast accessed

9/23/2014].

% ibid

89 Supra note 25.

®Should You Use a Mon&TI atksNevesaan2/1R2018. Amesnailywritten by Christopher Kelly, Center for

Drug Evaluation and Research, FDA, states: “FDA is not aware
purchase of small quantiti e s http:Awww.mongytplksmewsecdm/2D¥3/02j04/istfsafler per sona
to-usean-overseagpharmacy/ [Last accessed 12/17/2013].

16


http://www.forbes.com/sites/scottgottlieb/2013/12/09/no-you-cant-keep-your-drugs-either-under-obamacare/
http://www.samhsa.gov/data/NSDUH/2012SummNatFindDetTables/NationalFindings/NSDUHresults2012.pdf
http://www.washingtonpost.com/wpdyn/content/article/2007/06/28/AR2007062801395.html
http://www.moneytalksnews.com/2013/02/01/is-it-safe-to-use-an-overseas-pharmacy/
http://www.moneytalksnews.com/2013/02/01/is-it-safe-to-use-an-overseas-pharmacy/

If an American receives a drug ordered online that digpensecand mailedproperlyfrom a licensed
pharmacy it makes no differenciom a safety perspectivehether the product came from U.Sor
foreign licensed pharmacas long as the drug has the right amount of the active ingredissdts the
condition as intended, anid administeredn the manner intended by the physiciarha prescribed the
drug.Like those sold in U.S. pharmaciegdications ordered froncredentialedinternationalonline
pharmaciesare producedin factoriesemployingGood Manufacturing Practicé&MP)and are
distributed, stored dispensedand mailed proprly. The drugs aréhe sameasor foreign versions of
thosesold in U.S. pharmacies

Patient Harm from Online Pharmacies

Section 1127 requests that GAO report“dime harmful health effects that patients experience when

they consume prescription drugmirchased through such pharmacy Internet Web sitds GAO di d not
do so. By “such phar macy nieansoenrl nente \Vgehba rsmatce se,s” t Sheact
viooati on of federal or state | awsgmpasallinierodionali nder mo
online pharmacies, due to drug importation and state pharmacy laWwsre arezero incidents of

reported deaths or even serious adverse reactiomslate from prescription orders obtained frosafe

international online pharmacies. In contrast, rogudine pharmaciesgspecialljdomesticones have

killed and sickened several people, though even with rogue online pharmacies there have been

surprisingly few reported incidents of patient harm.

In a review of patient harm data spanning the ye2081-2012published byASORhere were no

reports of an American being killed or sickened by medication ordered from an international online
pharmacy that required a valid prescriptiShAc c or di ng t o nikéSABricansvhobasle ar ¢ h ,
purchased eithecounterfeit drugs or real drugs from websites thtidl not require a valid prescription

were sickened or killed. Out of three imported orders, two people were sickened and one died. Six of

the nine prescription orders were domestic; fdad to death; oneto permanent injury and on&

temporary iliness. Out of the five deaths attributed to online pharmacies between the years 2001 and
2012, four werdinked todomestic purchases, three were due to ingesting controlled draugd in all

instances prescriptions were either not required or issued to consumers who filled out online
questionnaires, allegedly reviewed by a licensed prescriber.

Even more striking are the lack of adverse reports of improperly dispensed prescdpiigsmfrom
international online pharmacies. Between 44,688,000 Americans die each year from domestic
medication error&’, including thousands made in U.S. retail pharma¥i@omestic medication errors
are a problem thatnjure and killAmericanson a lage scale, in contrast tonline pharmacies, rouge or

L Supra note 31.

92, .
ibid

93Gianutsos,GeraId,PhD J D, “l'dentifying Factors ThatUSEBmmacssee har macy Err

http://www.uspharmacist.com/continuing_education/ceviewtest/lessonid/10591bast accessed 10/7/2014].

“Miller, Henry I., “Medicat i oForbeyFebruasyiée 2011Aseee a Tough Pill to

http://www.forbes.com/sites/henrymiller/2011/02/16/medicatiormistakesare-a-tough-pill-to-swallow/ [Last accessed
10/19/2014].
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otherwise, but haveeceivedseeminglyless critical attention than online pharmacies and personal drug
importation from the NABP and NACBS.

The greatestecenttragedies relating to Americans ingegtibad pharmaceuticals arelated to the

lawful supply chainand not related to the Internebr personal drug importatiorEightyone Americans
died from tainted Heparin in 2062008, made by an American company with bad Chinese
pharmaceutical ingredient¥ Sixtyfour Americans died and 75%ere sickened from fungal meningitis
contracted by U.9made tainted steroid injections sold by poorly regulated compounding pharm#cies.

Research and Data about Online Pharmacy Safety

Thereare onlytwo peerreviewedstudies of foreign and domestic online pharmacies that tkag and

online pharmacyafety by comparing those that are membersafline pharmacy credentialing

programswith others Their combined findings are published by the B.E Journal of Economysignal

and Policy in an article called “In Whom We Trust
Mar ket s” [ “ BHEsleBdaBthoBis RogeyBate,.an economist and expert on counterfeit

drugs with the American Enterprise InstitutEhe studies strongly indicate that credentialed

international online pharmacies are equally as safe as domestic ones: the results showed that they only

sell genuine medication, as well as require valid prescriptions.

In the BEJEAP studiirough ‘mysteryshopping—meaningposing as a consumernaking actual
purchasedrom domestic and international online pharmacieand testing the prescription drugs
orderedusing a Raman Spectrometéne authorsfound that allcredentialedJ.S. and international
online pharmacies sell genuine and safe medication and require prescriptions. In contrasfh@eme
credentialedsitessent counterfeit druggand/or did not require a prescriptiarThe cedentialing
programstested werethose operated by NABRegitScript, PharacyChecker.com and the Canadian
International Pharmacy Association (CIPA). The study classified U.S. online pharmacies with approval by
NABP and/or LegitScript as tier 1 sit®@®filine pharmacieshon-U.S. online pharmacies with approval
by PharmacyChé&er.com and/or CIPAstier 2 sites (22 online pharmacies, all approved by
PharmacyChecker.corh2 of the 22approved by CIPA); and neredentialed online pharmacies as tier
3 sites(49 online pharmacies)

Three hundred and severtyght orders of five mdications were purchased from credentialed and-non
credentialed online pharmacies. All medicationdered fromcredentialed online pharmacies, foreign
and domesticwere genuine andispensed pursuant to a valid prescriptibfany aders from non

% Even worsethe NACDS defends chain pharmacy practices when confronted with the deadly problem of dispensing errors,
asserting that pharmacies should not have to report errors t
Teen Phar macy TABdcCh 'Ne wkr, r ditp:/abchewd go.cotnBlbt@r/walgreensold-pay-285-mil-teen-
pharmacytechs/story?id=9977262&pagefRast acessed 10/7/2014].

96Harris, Gardiner , “uU. S. Il denti fi ed NewYokTéinkseBeparin in EIleve
http://www.nytimes.com/2008/04/22/health/policy/22fda.html?pagewanted=all& rfi0ast accessed 1/19/2015].

97U.S. Centers for Disease Control and Prevenkibutistate Outbreak of Fungal Meningitis and Other Infectjdsgdated

October 23, 2013, sedtp://www.cdc.gov/hai/outbreaks/meningitis.htmjLast accessed 1/19/2015].

% See supra note 21.
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credentaled online pharmacies did not require a valid prescription; howesanprisinglyall products
from noncredentialed sites were genuintoo, except Viagra, in which case 23% were not genuine and
some contained dangerous ingredierifs.

The 22 internatioal online pharmacies (tier 2 websites) shown to operate safely in the BEJEAPR study

those verified by PharmacyChecker.cemr e desi gnated as “unapproved” b
NABP® The authors of the BEJEAP study conclutiégpme foreigrwebsites sell safe prescription

drugs with substantial price discowgtiut American consumers are guided to buy fror Websites

only, the FDA could potentially discourage price competition betwe&nadd foreign pharmacies and

therefore reduce drug dbrdability within the US X°*A corollary conclusion is that by discouraging

Americans never to use credentialed international online pharmacies, the FDA increases incidents of
costrelated prescription noradherence when U.S. pharmacy prices are the éato access.

TheBEJEAPeport’' s data was not ment i on &dBateyjwagsnbte GAO r |
consulted, despite his welklnown expertise in this area. Mr. Bapeblished a book on counterfeit and
substandard phar m&keeutTihealDe adadlyl Mbr91 ®h of Fal si fi e
Hehas consulted the FDA on drug safety, including directly with FDA Commissioner Margaret Hamburg
andFDA iswareofMr . Bat e’ s onl i pharmacy research.

The lead author of the GAO repgrticipated with Mr.Bate in a series of expert panels organibgd
the Pew Chatable Truss Drug Safety Projecf® Mr. Bate articulated his findingsbout online
pharmacies for the Pew project, specifically noting that pharmacy websites approvARy ad
PharmacyChecker.carincluding foreign pharmacies sent only genuine medications.

Unl i ke GAO's recent report, the 2004 report by GA
of online pharmacies. | n *“1 ntferConsumerfancarevargiables : So
in Their Business Practiges t h dour@thd Canadian online pharmacies all required a prescription,

included proper pharmacy labeling and sold genuine medicaffo@ne of that reports authors was

Marcia Crosse™

In its 2013report, the GAGappears to criticizatate drug importationprogramsthat, despite FDA

warnings that “the agency could not ensure the sa
States’ contributed“ t o a perception among U.S. consumers t ha
obtain safe prescription drlothissedionthe ®GASEEMmMsici ng t hem
indicate that Americans are not able to obtain more affordable and safe medicationGanada when

Pibid

100 1 now this because all 22 tier 2 sites were approved by PharmacyChecker.com durimgstaey shopping of the

researchers, and NABP routinely adds PharmacyCheckeapproved online pharmacies to its Not Recommended list, as

does LegitScript to its Unapproved List.

ibid

192y/erbal communication with FDA Commissioner Hamburg at the Partnership for Safe Medicines Interchange 2011 conference
in which the author handed her a copy of Bate’'s report and s
1% pew Health GroupAfter Heparin: Ptecting Consumers from the Risks of Substandard and Counterfeit Saeys
http://www.pewtrusts.org/~/media/Assets/2011/08/12/Pew_Heparin_Final HR.pdf?laft@st accessed 10/19/2014].

1% sypra note 25.
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GA O’ s ofmwm2004awhech was derivellom mysteryshopping and independent analysis
concludeghat Americans can and do save money safely when purchasing medication online from
Canada.lronically,i ' s r eas onabl dedtugimpodatonprogranisieee fpurssied
earnestbased on findings similar to those of the earl@h\O report oeventhe actual GAO report itself

In contrast to the aforementioned pegeviewed studies and the earlier GAO report, other studies
aboutpurchasing medication from online pharmacies focus only on rogue websites, such as those selling
prescription drugs without requiring valid prescr
Not surprisingly, such studies conclude that roguer@npharmacies are dangerous. Those studies may

help to understand and demonstrate the dangers presented by Internet drug sales, but do not help in
determiningwhich online pharmacies are sadada clear benefit to consumers.

One such stthsgtOi decatd|l ¥dafgta (Sil denFThedtud/ds tr at e)
financed and conducted by drug company PfiZéNone of the websites Pfizer assessed required

consumers to submit a valid prescription based on a physical exam (but two didereqliite or

“remote” consultations, whi ch imescriptianaguirament s ome st
assessment concluded that no websites required a valid prescription, meaning based on a physical

exam. The costs per pill were between $3a2fl $33.00. The products were shipped from Hong Kong

(11 sites), United States (6 sites), United Kingdom (2 sites), Canada (1 site), China (1 site), and India (1

site). Seventseven percent of the products received were counterfeit; 18% authentidpESign

generis @eneric version approved in another counttiyat are not approved in the U.S

The Pfizer study concludes “lInternet sites cl ai mi
medication 77% of the time; counterfeits usually came from-hl®. addresses and had 3@ of the
labeled APJactive pharmaceutical ingredientslaim. Caution is warranted when purchasing Viagra via

the I nternet.” Whil e mmsed nondwere tredendales requieda wer e f or
prescription base®n an inperson consultation with a licensed prescrib®The incidence of
counterfeits received in Pfizer’s study appears Vv

medications from norcredentialed online pharmacié®’ This researchand otherstudies like itshows
there are many rogue online pharmas that sell counterfeit Viagraut it does not negate the
existence of safternational online pharmeies

Prescription Drug Abuse; Controlled Drugs and the Internet

As reported above he most severeeports ofadverse healtloutcomes associated witthe use of

online pharmacieselate toorders placed on foreign and domestic rogue pharmacy websites that sell
controlled drugs without a valid prescriptioBafe and properly credentialethternational online

Wocampbell, N, JP Clark, VJr dSetrreedt c\hieargr al .( s@ollddesntaefiinl, c“iltnrtaetren)e

U.S. National Library of Medicine, National Institutes of Healthust@j7, 2012, see
http://www.ncbi.nlm.nih.gov/pubmed/22925379 ast accessed 10/19/2014].

ipid

Sibid

1% the BEJEAP study [see supra note 21], for instance, 91% of medicines procumeecfedentialedsites, most considered
rogue, were surprisingly, genuine.
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pharmacies do not sell controlled druiggo the U.Sat all, even pursuant to a prescriptign’ and

cannot be considered cause oprescription drug abusélo highlight this pointSenator CharleE.
Schumel(D-NY)madethe distinctionclearin discussing a bill introduced in 2006 to combat rogue

phar macy sites selling prescription narcotics:
sell drugs without a valid prescription, not international pharmacies that sell drug$oat cost to

individuals who have a vali't prescription from

According to the DEA, the Internet is a very minor source of illegally distributed controlled prescription
narcoticsand it informed GAO authors that online pharmacies al@waagency priority. The DEA told
GAO that the Ryan Haight Act was successful at deterring illegal sales of controlled drugs over the

I nternet. The GAO report appears totteRBAas i ssue

evidence that the Intaret is a big threat for illegal and dangerous sales of controlled drugs. GAO
identified that DEA mystery shoppekD Internet pharmacies that offered controlled drugs and was able
to obtain them without a valid prescription in four out of 10 instant&# slectionof only10 websites
that offer to sell controlled drugs without a prescription shows the existence of a prolblenit is
insufficient to determine the scope of that problem.

Meanwhile, he GAO report omits any mention of the main source oadat which DEA bases its view
that the Internet is an exceedingly minor part of the prescription drug abuse problem. The source is the

most extensive survey data relating to the nati

Substance Abuse and Ml Health Services Administration (SAMHSA), a part of the Department of

Health and Human Services. Its data shows that .2% of illegal prescription narcotic purchases are made

online**This is a decrease from .4% in 200.

This author agrees that the knet remains a threat to people who might seek to obtain controlled
drugs online without a valid prescription and the DEA and FDA should remain vigilant. Hdutewver,
legislation thatmay address the sale of controlled prescription drugs over the neteshould
conspicuously avoidrovisionsthat may affect access to delegitimize safe international online
pharmacies.

Fake Canadian Online Pharmacies
TheGAO reportorrectly identifieghe problem of rogue online pharmacies purporting to be Canadian

110PharmacyChe(:ker.com Verification Program Guide and Standards, version 1.3, 2014,

http://www.pharmacychecker.com/verification_program_guide_and_standards_1 3$eé Program Standards for Physical

Phar macies #2. “1f dispensing controlled substances within

United StatesDyg Enf or cement Administration (DEA). "

"Msenator Charles Schumer, press release “Schumer Pushes
Reveal s Rampant Prescription Drug Abuse by Teens,” June
http://www.schumer.senate.gov/new_website/record.cfm?id=259624st accessed 10/192014].

"2y pra note 1.

139)pra note 33.

14 sybstance Abuse and Mental Health Services Administration, Results from thélatanal Survey on Drug Use and

Health: Summary of National FindinQ§SDUH Series41, HHS Publication No. (SMAYBE8 Rockville, MD: Substance Abuse
and Mental Health Services Administration, 2011.
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pharmacy sites include pictures of the Canadian flag, use the word Canada, publish logos and graphics
associated with Canada, such as the maple leaf eaeddisplayfake pharmacy licenses with

photographs ofa fake bricksand-mortar location Many such sites are not based in Canada. They are
often based irRussia and Eastern European countries and sonestimave ties to organized crime.

In contrast, bere are credentialed international online pharmacies, based in Canada, that fill orders
through pharmacies in other countries that are not fake Canadian online pharmacies. For example, t
oldestandmost safeCanadian online pharmacies aetuallybasedin Canada and operate Canadian
pharmacies. However, their prescription services have become more global over the past bgcade
forming prescription fulfilment arrangements with licensed pharmacies in many other coufifties.
Some Canadian pharmacies matlege changes because pharmaceutical companies cut off their
supplies in an attempt to stop their sales of lovgiced medication to Americart$’ Thedrug quality

tests conducted ithe BEJEAP study inclutderescription drugs ordered from credentialed Cedizan

online pharmacies that werilled by partner pharmacieis several countries, including Australia, India,
New Zealand, Turkey and the United Kingdom.

As presented in this reporthe safeinternational online pharmacies arelatively equal in safgtto

domestic pharmacies. The fact that the medications are dispensed from pharmacies in several countries
does notshowlack of safety. After althe pharmaceuticals sold on U.S. pharmacy shelves are
manufactured in about 150 countrié€Wh e n  “ A rmeedidatiomsrare purchased from Walgreens,
CVS, or other U.S. pharmaciesstare or online, about 80% of the active pharmaceutical ingredients in
those medications are foreign; about 40% of the finished medicine products are impgotted] about

34% of ttle medications come from Indf&’

Are Most “Rogue” Online Pharmacies Really Foreign?

Potentially, the majority ofogue online pharmacies are domestyetthe GAO report asserts that most

rogue online phar mac'i eAsc c‘oorpdei rnagt et of rtohne aNobArBoPa,d of t h
calls “rogue”

A 23%have a physical address located outside of th& {though most rogue sites do not post any
address)

A 88% do not require a valid prescription

A 60%issue prescriptions per onlirmnsultation or questionnaire only

A 49%offer foreign or noAFood and Drug Administration (FApproved drugs

"5 Krebs, BrianSpam NationThe Inside Story @rganized CybercrimeFrom Global Epidemic To Your Front Door

Sgurcebooks, Inc., 2014.
11

Agovino, Ther esa, “Canadian I nternet Phar maci es tUsASel | Me d
Today http://usatoday30.usatoday.com/news/health/200@4-13-netpharm_x.htm[Last accessed 10/21/14].
W« pfijzer Cuts Drug Channel to Bloon®mNevdseean Phar macies,” Augus

http://www.bloomberg.com/apps/news?pid=newsarchive&sid=aCvqglha$liag accessed 10/21/2014].
18 Autor, Deborah M, Esq., Deputy Commissioner for GlohglilReory Operations and Policy, FD®tatement to the

Committee on Health, Education, Labor and Pensiondie ar i ng on “ Securing the Pharmaceutic
2011, seéttp://www.fda.gov/NewsEvents/Testimony/ucm?271073.htfinast accessed 10/19/2014].
119:.:

ibid

120The figure 33% is based on the following calculation: 86% of prescription medicines dispensed in the U.S. are generic; 40% of

generics dispensed are imported from India.
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A 16% do not have secure sites
A 41% have server locations in foreign countries
A 12% dispense controlled substantes

If 49% of rogue online pharmasiare offering foreign or neRDA approved drugs then it appears that
over half (51%) are selling Flapproved drugs, which indicates they are based in the U.S.-Boety
percent have server locations in foreign countries, which indicates a clear mé&goatg their servers in
the U.S. Overemphasizing the threat of foreign usrdomestic online pharmacies can lead to a

mi sappropriation of resources that does not best
identified above someonline pharmaiessell safe and effective medications even when those
medications often due to their packagingye not technically approved by the FD¥clear cut example
of a safe “f or eiadicerisedcCanhdian gharmpdtyasellimgneegticatiors online that
requires a prescription from, and does not sell controlled drug#toericans. It is not a threat to the
public health. In contrast, a U-Based website that only sells Fiapproved controlled drugs without
requiring a valid prescription is very dangeroAs mentionedn this report most reported deathare
attributed to onlinedomesticpharmacies sellingontrolled drugs.

How Many Americans Are Buying Medication Online from Dangerous Pharmacy
Websites?

The GAO report is confusingcking clarityand analysis about the numbers of online pharmacy ysers
reflecting a lack of independengésearch oscrutiny of available data. GAO states:

According to a recent survey conducted by the Food and Drug Administration (FDA), an
agency within the Departmenif Health and Human Services, nearly one in four adult
U.S. Internet consumers surveyed reported purchasing prescription drugs online. At the
same time, nearly 30 percent said that they lacked confidence about how to safely
purchase medicine online. Thésa matter of grave concern as rogue Internet

pharmacies may sell products that, among other things, have expired; been labeled,
stored, or shipped improperly; and may even be counterfeitgauthorized versions-

of other drugs-*

GAO' s descdiaptai pmesfntlsea more threatening pictur
shows. First, as the agency affirms, the FDA’' s &es
high because its surveldid not recruit randomly from the populatioat large, neither was it weighted

to simulate representation from major demographics. As such, the findings from the survey cannot be
generalized outside the population bighly engaged Internet uséréemphasis addedy? So there are

potentially far fewerAmericans buying medication online than the survey suggests.

INati onal Association of Boar d—dntemédt PhR hmaarcmea sy ;a n“dB wyiun d Medki ci n

http://www.nabp.net/programs/consumeiprotection/buyingmedicineonline [Last accessed 126-2013].

1225 pra note 5.

123 EDA Consumer Survey Hightig
http://www.fda.gov/Drugs/ResourcesForYou/Consumers/BuyingUsingMedicineSafely/BuyingMedicinesOverthelnternet/BeSafe
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Second,
bought
t hei

simply beca s e

| ocal

they don’t
phar macy when

purchasing

i ne, 83% of

the GAO report omits a crucial finding
medi cation onl

of

t hem bumth medi cat
r h e al'tThese figsras shawmthagat & maximum 4% of Americans are purchasing from
online pharmacies not associated with their health insurance. di@s the following conclusion:
“Approximately 1%reported that they purchased fromrdine pharmacies that were not associated

with a local pharmacy or health insurance plan. This behavior may be risky because there are thousands
of fake pharmacy websites on the Interriet. FDA does not
use online pharmacies assoc

specify why th

onl i ne. For i nst

American without health insurance buys from a credentialed U.S. onfiaenacy? Such Americans
could be buying from Costco.com, for instance, which has low generic drug prices. For those reasons,
the number of Americans buying from websites that FDA views as risky may be far less than 4%.

Some international online pharmacies may not be “risky” according to FDA’s survey. FDA’s data

shows that more Americans import prescription drugs through online pharmacies (21%)
Americans who may be putting themselves at risk (17%).

FDA asserts tht
Il nternet

126

we can’'t generalize the
users.” They do not defi

125 than

findings to th

ese
i al
an

e \

ne “highly engag
an approximation of the real numbers of Americans who bwdpcts online. One survey lye Pew

Re s e ar c¢ hintethetmnd &dmerican Life Projeestimated in 2010 that 52% of Americans have
bought a product over the Interné’Appl yi ng t hat percentage to FDA
population the chart beler shows how many Americans are likely buying medicabmtise a) overall

b) legally, c) with risks and d) internationally.

Americans Who Buy Medication Online Do So...

A. Overall B.Legally in the U.S CFrom sites t hagD. fromsites outside th&).S.
Percentage NA 83% 17% 21%
FDA Survey 23% of (of the 23% who buy (of the 23% who buy medicatior (of the 23% who buy
Findings respondents medication online) online) medication online)

RawAdult 55,248,300 45,856,089 9,392,211 11,602,143
Population Data
Adjustedto 4,883,950(2% of adult 6,033,1142.5% of adult
general 28,729,116 23,845,166 - S(lat;;n T 04&,5“00“
population pop ) pop )

RxKnowYourOnlinePharmacy/ucm318497.htl D A’

from online pharmaci es
2ibid
ZEDA Website, Consumer

S

i n

Center for Drug Evaluation and
assessment survey to undgand the knowledge, attitudes and practices associated with purchasing prescription medicine

May 2012."

Updates, “Buying
http://www.fda.gov/ForConsumers/ConsumerUpdates/ucm321121.litrast accessed 10/21/2014].

126
127

Supra note 123.
Pew Internet and American Life Project, Online ProtRegearch, September 29, 2016es

Medi cines Online?

http://www.pewinternet.org/2010/09/29/online-productresearch/[Last accessed 10/21/2014].
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The adjusted data shows 6,033,114 Americans buying medication online from outside the U.S. and
4,883,950 fromwebsites that may be of risk to consumers. That leagesording to the FDA,149,164
Americans who buy foreign medication online from websites not identified by FDA ad-uigkgr

clarification from the agency is needaaldetermine tis overlap, wheh indicates that FDA may view
certain international online pharmacies as saf e,

After the noted statistical venksimilastdotermtchlarges FDA' s
independentsurve)s. In a survey of 33,014 Americans, €ieCQeports that about five million

Americans buy medication from outside the U.S. due to t83this figure corresponds well with

another survey conducted by Deloitte Center for Health Solutions, which found that détiltswho

take prescription medicatigrabout 5.3 million, purchased medication from outside the '&S.

Sparately, a Consumer Reports survey estimates that 4.6 million Americans bought medaditien

from outside the country to save moné3. Thesethree reports all support an estimate of just under five

million Americans buying medication online from international sourcdsetp them affordprescription
medication.

None of thesurveysmentioned aboveshow how many Americans are buying medication internationally
from online pharmaci es wi t thatshowsa, 149,54 Antbricgnsleug cr i pt i
foreign medication online frorwvebsites that may not pose risks. That number probabpresensa

portion ofthose international prescription sales in which a prescription is known to be requihesl.
numbersupports the claim bZanadian International Pharmacy Association (CIPA) that its membership

serves over one million Americans each yedoaut ten million U.S patients since 2062 Many, but not

all, members of CIPA are also members of the PharmacyChecker.com Verification Program

Asmallsurvey conducted by the Partnership at Drugfreeeighded byASOR-concluded that one out

of every siXAmerican adults-36 million—have bought medication online without a prescriptitAThe
survey questions are not available to the publiés known thathe survey was conducted from

November 7 to 10, 2010 by askin®15 adults something about onlimarmacies. The figure of 36
million Americansnustapply to medications purchased online without a prescription at some pioiat

p e r s o rhoson aniamneal basighe time horizon could be 15 years, about the time online
pharmacies have existedn@n annual basis this is about 2.4 million Americans per year, which may be
a reasonable estimat&Vhilethe adjusted FDA survey data sho#y883,950 Americans orderetbfn

online pharmaciewvithin the last twelve monththat may pose a risk to consumeitsis not clear how

128
129

Supra note 8.

Deloitte,2011Survey of Health Care Consumers in the United StK@g;indings, Strategic Implicatiori3eloitte Center for

Health Solutionsseehttp://www.deloitte.com/assets/Dcorm

UnitedStatesl ocal%20Assets/Documents/US CHS 2011ConsumerSurveyinUS 067l ast@dfcessed 10/21/14].

104 Best Buy Drugs Prescripti onCddsumegReparteaNationahResedtah Céness3 , ” August
http://www.consumerreports.org/health/resources/pdf/besbuy-drugs/2011BBDRxpoll-publicrelease.pdfLast accessed

10/21/2014].

Blcanadian I nternat i on &A Fights Rogummteryet Pharmacies Diaplayiny €IPA Sed Without

Aut hori zati 8,120‘11, se@tmpi/vorw €ipa.cdmBnews/cipa-fightsrogueinternet-pharmaciesdisplayingcipaseat
without-authorization/[Last accessed 1/19/2015], and detép://www.cipa.com/about/ [Last accessed 10/21/2014].

¥2The Partnership at Drugfree.ofhirty{ AE aAff A2y ! YSNAOIya | +@S .2dAKG aSRAOFGAZ
PrescriptionWashington, D.C.: Dec. 14, 2010), Bi#ye://www.drugfree.org/newsroom/thirty-sixmillion-americanshave
boughtmedicationsonline-without-a-doctor%E2%80%99sescription2, [Last accessed 126-2013].
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many of them did not require a valid prescriptidiembers of congress should request clarification
from the Partnership at Drugfree.oemd FDA on thenlata.

It is likely that the number of Americans buying medication online without a prescription increased
through the 2000steaching thredo four million people but now has now started to decline. The
explanation for this trajectory is that access to rogudirmpharmacies proliferated in the m2D00s

but is now being curtailed due to public education and outreach by NABP, LegitScript,
PharmacyCheceker.com, and CIPA, as well as media coverage and health organizations that warn
Americans about dangerous phaacy websitesResearchalsos hows t hat Googl e’ s
vigorous technical blocksf ads byrogue online pharmaeshas diminished their visibilitf?®

The BEJEAP report provided the most extensive survey data about online pharmacy shopnsmexpl
who is buying medication online, why they buy it online, and what steps they take to protect
themselves>* Thesurvey was done in conjunctiavith RxRights.org,anegmr of i t coal i t i
and consumer rights groups, private stakeholders, approximately 82,000 consumer$.Using its
newsletter list in 2011 (when it was smaller), RxRights.org asked 20,000 people to participate in the
survey** Two thousand nine hundred and sever®@) prescription drug purchasers responded to
guestions aboubnline pharmacies. The final sample was reduced3%@2to control for sex, age, and
income variables. Of the®222 American respondents, less than one percent used only U.S. online
pharmacies, 73.8% used only foreign online pharmacies, and 29.94% bus®©bthtiose who use foreign

i mpl

on (o8

online pharmacies, 92.53% reported lower prices as the reason for doing so. The survey also asked how

consumers find online pharCoditonat® shoppihgeonliBeESB.E386P

use Internet search, 41.% check with a credentialing agency such as PharmacyChecker.com, 22.62%

use personal referrals, and only 93% look for the cheapest de&@onsistently, most online shoppers
»n 137

restrict themselves to one primary website, sometimes with supplements from atkésites’
The data and analysis abovén&pful in understanding the demographics of people who buy
medication onlinebut the findings cannot be generalized to the American population at large. An
overwhelming percentage of these peoee seeking ouinternational online pharmacies because of
high drug prices in Americaotto obtain a prescription drug without a prescription. The suraksp
demonstrateghat properly educated consumers who access online pharmacy verification programs
successfullprotect their health and financeshen buying medication online internationally.

¥chesnes, Matt hew and We i | Bamanind AoraignPajmadiea from Spomsdred Searcly €he
Online Consumer Re $pCoBursae of Ecoromivéorking Raper Sedle8, IWbrking Paper No. 321, Federal
Trade Commission, Washington, DC; Ise://www.ftc.gov/system/files/documents/reports/banningoreign-pharmacies
sponsoredsearchonline-consumetresponse/wp321.pdfLast accessed 10/21/2014]

1% 9q)pra note 21

1% communication with.ee Graczyk, head of RxRights.org, dated 10/23/2014.

1% supra note 21

ibid
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Laws Governing Online Pharmacies

Federal laws and drug importation

The only federal lawledicated to regulatingnline pharmacies is the Ryan Haight Online Pharmacy
Consumer Protection Act of 2008, which prohibits remote mdaicasultationsone where the patient
is not examined physically by a licensed practitioo®gr the Internettoward the prescribing of a
controlledprescription drugexcept where the provideobtains a special registratiofrom the DEAfor
such purposé® Thelaw wasnecessary to deteonline pharmaciesand healthcare practitionersom
prescribingcontrolled drugswithout establishing aalid doctor-patient relationshipandto enable
successful prosecuti@of those who do

There is no correspondiranline pharmacyaw for noncontrolled prescription medicatiHowever,
underthe Food Drug and Cosmetic A@EDCAgertain medicationganonly be soldursuant to avalid
prescription** Qates regulate pharmacandmedical practics, resulting indifferent and sometimes
conflicting legal definitions of a valid prescriptidn.some states such as Hawaiid Utah a prescription
can be valivhenbased ora remote medication consultatiof? In contrast,in states such amdiana

Under federal law, the practice of buyipgescription medicatiorirom online pharmaies is legal so
long as orders are filled with FEsfpproved medications pursuant to a valid prescriptas defined
under state lananddispensedrom a licensed U.S. pharmadihe challenges faced by regulators from
foreignonline phamaciesthat do require a valid prescription armtb not offer controlled drugare
related todrug importationand distribution but not online pharmacyaws.

Drug importation is not illegal: It islegalbut generally not for individuals buying medicatifom
themselvesThe political debate about drug importation has created a false dichotdhngse who favor
legalizing drug importatioandthose whoopposeit. Mostactivepharmaceuticalngredientsfound in
localU.S pharmag prescription drugsvere manufactured overseaéccording to FDA Commissioner
Margaret Hamburg, 80% of the active pharmaceutical ingredies¢sl inprescription drugs sold in U.S.
pharmacies are imported, as are 40% of timésfied pharmaceutical product&

There are no fderal lawsspecificallypanningpersonal drug importationeither through border
crossings or by mail (ordered throughline pharmacies*** While drug importation is legaflederal

138
139
140

21 U.S.C. 88 802(5(86), 829(e), 841(h) (amended by Pub. L. No-428) 122 Stat. 4820 (2008)).

See 21 U.S.C. § 353(b).

Hawaii: See Hawaii Revised Statutes, Chapter A8B://www.capitol.hawaii.gov/hrscurrent/\VVol10 Ch0436
0474/HRS0453/HRS 0458m. Utah: See Utah Code Arah. 5883; Utah Admin. Code R153-306 -
http://www.rules.utah.gov/publicat/code/r156/r15683.htm.

*Irederation of State Medical Boardsternet Prescribing Language, StdigState OverviewUpdated February 16, 2012. See
http://www.fsmb.org/pdf/InternetPrescribingaw&policylanguage.pdf ast accessed 9/24/2014].

142 Statement of FDA Commissioner Margaret Hamburg taddbmmittee on Appropriations

Subcommittee on Agriculture, Rural Development, Food and Drug Administration, and Related Agencies

U.S. House of RepresentativeRrésident's Fiscal Year 2013 Budget Relques or t he FDA,” February 29,

143Drug importation laws do not ban personal drug importation. Section 801 (d) (1) of the Food Drug and Cosmetic Act bans all

importation of prescription drugs manufactured in the U.S. except by the manufacturer. Anyndiugfactured in a foreign
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lawsregulatewho can do the importing andhichmedications are acceptable. Under the FDCA,
medications that are made in the United States and exported can onigitngorted by the
manufacturer-* Foreignmade drugs that ar€DAapprovedcan be imported by wholesalers, retail
pharmacies, hospitals, paaffers, angdtechnically individuals:** F Ea/p p r o va@easignatiorsthat is
product specific, based aegisteredmanufacturers, manufacturing plants, packagers, pharmaceutical
ingredients, formulations, labeling, sposition, appearance and colt¥ Esentially, foreign FDA
approved drugs are thosmanufactured, packaged arabelled for eventual sale in U.S. pharmacies.
Those same drugwre packaged and labelled for differecbuntry markets as well.

Prescription drugs manufactured, packaged and labeleé¥entualsale in Canadian or other foreign
pharmacies generally will noteet allFDA regulationand are, thereforeconsideredunapproved drugs
by the FDAY When FDA reports that it haizedunapprovedprescription drug imports for personal
useat an international mail facilitthose productscan certainly beand oftenare, legally
manufactured safe and effectivenedications*® In other wordsthe unapproved drug is legitimate
foreign versiorof a drug that is approved by the FQ#doften one made by the same manufacturer

Foreign prescription drugsade in FDAegistered plantsvhere the actual capsule, tablet, inhaler,
patch, or other formulation is identical to those sold in U.S. pharmacies are usoasiidered
misbranded drugs because the drugs atabelledandpackagedifferently. Even hese identical
products are subjedb seizure by FDA when imported by Americans for personal use.

For examplethe drugLipitor was for years manufactured by its patent holder, Pfizer, in BDA
registeredfacility in Ireland. The same Lipitor was exported for sale to the U.S. and @amnaatikets,
ending upin retail pharmacies in both countriefe Lipitorexported to the U.S. was packaged to meet
FDAabellingguidelineswhile the Lipitorexported toCanada wapackaged ta@onformto the
requirementsofHe a |l t h Ceapeutit #6dscts DivisionC a n a BDe\ ‘canterparfThose

Lipitor pills sold in Canadian pharmacigsuld be consideredhisbrancedif brought into the U.Sand
considered illegaf imported by Americans

The FDA provides a contradictory position onwhy persdmalug i mpor t ati on i s “al mo
unl awful . " Otheilledalgy isaueéd thAa'nsd | ack of jurisdiction o\
othercountries on t he ot her poteatialehsafety of the medi@tioh oTh dh eF DA’ s
websitestates:

FDAapproved manufacturing could be imported legally by an individual without violating federal law if the drug was packaged
and labelled in accordance with FDA standards.
21 U.S.C. §381(d)(1).
“5y.s. Congressional Research SerfApescription Drug Importation and Internet Sales: A Legal Ove(Rie82191; January
8, 2004), by Jody Feder, Legislathtorney, American Law Divisiorges
itép://www.Iaw.umarvland.edu/marshalI/crsreports/crsdocuments/rl32191.qufast accessed 9/24/2014].

ibid
“ibid
"Girion, Lisa, “Sei lAcesMaranhd 2008 86éeng Rel eased, ”
http://articles.latimes.com/2006/mar/01/businessHseizel[L ast accessed 9/24/2014].
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In most circumstances, it is illegal for individuals to import drugs into the United States

for personal use. This is because drugs from other countries that are available for

purchase by individuals often have not been approved by FDA for use and sale in th

United States. For example, if a drug

in Canada) but has not been approved by FDA, it is an unapproved drug in the United

States and, therefore, illegal to import. FDA cannot ensure the safety and effezdive
of drugs that it has not approve®

According to the FDAs | a, thg illegagjit¢under most circumstancesf personal drug importation
appears to balue to the fact that the agency cannebsuret he i mported drug’ s

that the drugis unsafeandineffective. The reasons givéary the FDA have more to do withe

unknownsof manufacturing, labeling and prescription requirement standaktsvever, many foreign

appr o

safet

pharmacies sell prescription medications ordered online that are manufactured, stored and distributed
properly and only dispensed qanierresseaecmfoundtiat 1@0%wfal i d p

personal prescription drugyiports ordered online from Canada met all aforementioned key safety

considerationg>®

I f FDA's position is based on what it <can
assumes or implies thahe agencycanensure the safetyor phamaceuticals sold legally in the U.S. Yet

and can

GAO research shows that the FDA may have never inspected thousands of manufacturing plants that

legally exporpharmaceuticalso the U.SA Government Accountability Office repdrom 201Q based

on FDA datafound* of t he 3, 765 foreign establishments
were 2,394 foreign establishments that may
the 2,133 foreign establishments that may never have been inspéat2807”*>* Through usefees
paid by generic drug compani es, FDASI A has
establishmentswhich carimprove its ability to ensure but not guaranteedrug safety and efficacy

and keep traclof those foreigrestablishmentshat export pharmaceuticals to the U'3.

in F

never

ncr ea

Prescription drugs sold from licensed pharmacies in the most regulated and advanced markets are just

as safe a those sold in U.S. pharmacté$Thus, medications sold in many foreign pharmacieguse

assafe and effectivas those sold in U.S. pharmacigsether or not they aré FDAapproved’

19y s Food andDrugAd mi ni st ebsite:htip:Awwe.fdavgov/aboutFDA/Transparency/Basics/ucm194904.ljtrast

accessed 9/29/2014].
0 sypra note 25

151
but More Progress Is NeededAG10-961.(Washington, DC. Government Acctalnility Office, September 2010ks
http://www.gao.gov/new.items/d10961.df (Last accessed Novembeﬁr132012).

B2 EDA Favor i ng DUNS for Manuf act urExpertBriefrigsacaomseel Ds i n
http://www.expertbriefings.com/news/fdefavoringdunsfor-manufacturingplant-ids-in-fdasia/[Last accessed November 25,

2014].
153

Drug Safety: FDA Has Conducted More Foreign Inspections and Begproteel lts Information on Foreign Establishments,

Bate, RogerPhake: The Deadly World of Falsified and Substandard Medigimesican Enterprise Institute for Public Policy

FDASI A, "

Research, Washington, DC, Rowman and Littlefield Publishing Group, Lanham, MD, 2012. Also see Ram Kamath, PharmD, and

Scott McKibbenReport on Feasibility of Employee and Retirees Safely and Effectiaigdig Prescription Drugs from

Canadian Pharmacig®ffice Of Special Advocate For Prescription Drugs lllinois Department Of Central Management Services

October 27, 2003: see
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The safety of personal drug importation from online pharmamekidesforeignapproved generic

versions not just brand name drug&or example, in 20Q4DA reported making undercoveunghases

of prescription drugérom a pharmacy in Canad®ne of the products purchased was called APO
Galapentin, a generic version of Neurontin, which treats postherpetic neuralgia and epileptic seizures.
The FDA statedhia press release:

Instead of NeurontinFDA received unapproved drugs called AZ¥Dapentin and
Nova-Gabapentin. The unapproved drugs purchased through the defendants pose a
public health threat because, as alleged in the complaint, FDA cannot ass\gaf¢e
and efficacy of unapproved drug¥

The FDA’' s c lteauousand rsisleddagFDAcanimiinicateghat the drugs received were
“Unapproved” donestnh’et UmeSn t ibeundric vetsiars of Ndumntap@aves for

sale in Canda. Themedications do not poseublic healththreabecause “ FDA cannot as
safety and efficacy of wunapproved drugs.” The med
improperly, incorrectly lablled, or substandarddive months latelAPOGGabapentin was appxed for

sale in U.S. pharmaciés.

Sncemany enforcement problems facirigderal regulators imddressingnline pharmacies aractually

guestions of drug importation laymot necessarilgafety,i t ° s i mp or t theadvesepublice cogni z
health risk=of curtailingsafepersonal dug importationin efforts to crackdown on rogue online

pharmaciesTh e  FIBck of girisdiction over theafety ofmedications sold in Canadad other

foreign pharmaciegs not a public health basi®r curtailing online access those pharmacies

particularlyif they arethe only ones Americans can affard

As theGAO reportaccuratelyidentifies,federal regulators face obstacles to shutting down foreign
online pharmacies operating abroad because they lack jurisdiction in foreign coumtresbstacles
are even greater when such foreign online pharmacies are operating legally in their own esantti
more importantly,safely.For example,tie FDA cannathut downa licensed phamacy in Canadar the
United Kingdonthat is legally (under Cangoh or UKlaws)selling prescription medication by maitder
to Americans'*® While the Canadian goverremt hasnot helped FDAshut downsafe, licensed
pharmacieghat sell to Americansit isveryactive in shutting downlangerougogueonline
pharmacies® This type of hlancedenforcement, whictshuts dowrand prosecuteslangerous online

http://www.pharmacychecker.com/pdf/illinois%20report%20drug%20importation%20from%20canadé gstfaccessed
10/1/2014]. Also by Ram Kamath, PharmD, and Scott McKjbk®aveRx Safe and Affordable Prescription Dgugsstralia

and New Zealand: Recommended Expansion of the lllinois Personal Importation P&igtarof lllinois, see
http://www.pharmacychecker.com/pdf/rarrkamathau-nzreport.pdf [Last accessed 10/19/2014].

*U.S. Food and Drug Administration press release from 12/1/2004:
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/2004/ucn3®Bhtm[Last accessed 10/1/2014].

.S Food and Drug Administration Orange Book: See
http://www.accessdata.fda.gov/scripts/Cder/ob/docs/obdetail.cfm?Appl_No=075360&TABLE1=QRsRxccessed
10/1/2014].

e por example, several pharmacies in Manitoba, Canada have a license designating themeaaational prescription

serviceor IPSUnder UK law a pharmacy can have a wholesale and retail license, which permits the export and international
dispensing of prescription medication.

“"Health Canada Press Rel ease, -RGMPaideNTERPOL EXdtdResuleiSdRpreaf at i on PA
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pharmacyenterprises but takes no action against licensed pharmacies in other countries operating safe
international mail order pharmacies, should viewed ashe appropriatepolicyfor federal regulators.

Removing Criminality of (Decriminalizing) Personal Drug Importation

While the FDA has never prosecuted an individual for importing small quantities of prescription drugs
for personal use, the lastill subjecs Americans to the possibility of criminathargesTechnicallyan
American could beentencedo one year in prison famporting a foreignrmade prescription
medicationfor personal useThe seconaffense could result ia felony with a prison termp to three
years, a $10,000 fine or bottWorsg an American can be sentenced to ten years irojdiined

$250,000 for knowinglyeimportinga prescription drug for his or her own uS& A reimported drug is

one made in the U.S., exported to another country and imported back into the U.S.

The criminal penalties for illegal drug importation were created for those wiport prescription drugs
for resale not personal useThe relevant statute should be amended to remove criminal penalties for
personal drug importationin conjunctionCongres carcreatestronger criminal penaltiego deter
dangerous rogue online pharmaoperators

FDA' s per sonalgudrduagn ciempeoxrptraetsisaoeaysonad tb useveirt he agency
discretion to permit prescription drugs for personal import tha¢ @ot available for sale in the U'8

Somehave interpreted thigpolicyas a greenlight for buying prescription drugs for personal use, in small
guantities, at a lower cost from Canadian pharmacies, noting that no Americans have been prosecuted

for this practice.However, FDA communicatdsat the policy only applies to drugs that are not available

in the Unted States (in U.S. pharmacies) and usually those camigchipped.

Yetwhat is more relevanthan its guidance aboutgulatorydiscretioniFDA’” s pol-i cy of non
enforcement against indiduals for illegal personal drug importaticand the fact that about 99% of

personal imports reacthe consumers awaiting thenMost would agree thathese pratices have
created-a g‘hyte'l Ifoow consumer s

So, ulike the majority of drugpersonallyimported by Americans, the onéisat are in a sense
“permittedunder the strictest interpretat,iromcalyare FDA’' s
not approved for sale in the U.SThe purpose of this policy is to allow Americans treatments that are

not available domestically. The same common semskcompassioshould extend to medications that
Ameri cans can’ t affardat foreigd pharemacies, vihich is whyapersbdeug

importation should be decriminalized.

3.75 Million Units of Potentially Lie hr e at eni ng Hdg/théws.gcocagweb/diticleered®?nid=69881¢ ast
accessed 10/1/2014].

%821 U.S.C. § 333(a)(R). at §§ 33(b)(1), 381(d)(1)d. at § 332.

%9 Office of Regulatory Affairs, U.S. Food and Drug Administrafioverage of Personal Importatigri®egulatory Procedures
Manual,http://www.fda.gov/ICECI/ComplianceManuals/RegulatoryProceduresManual/ucm17926@Llaish accessed
10/1/2014].
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State Pharmacy Laws, Regulations, and Conflicts of Interest

To sell prescription drugs in the U.S. a pharmacy must have a litenséhe state where it operates
Safe mternational online pharmaciesan be vewed as violatingtate pharmacy lawbecausdoreign

p har ma c igenerallyhave U.3. state pharmacy licengaith some exceptions mentioned below)
Enforcementagainst foreign pharmacies exceedingly difficult for staggharmacyboards becausthey
have no authority over pharmacies in other countrgesl limited budgets.

There are exceptions where state legislatures and governors have expressly permitted personal drug
importation. Interestingly some states such as Florid® and Nevada®! have ganted licenses to

Canadian pharmacieblore recently and influentiallyjn 2013Maine€ s | egi s| exempt e v ot ed
licensed pharmacies iustralia, Canada, New Zealand, and the UK from having to obtain a Maine

pharmacy license to dispense medicationdta i rresidesits'® While Maine does not have authority

to regulatedrug importation throughpassage of state lalWD 171it chose to change its pharmacy

statute to removestate restrictions on personal drug importatiot

Prior to thel a wassagethroughout much of the last decade, tiiity of Portlandandvarious

companiesn Mainecontracteda Canadian company to providgernational mail ordepharmacy

services taheir employees:® Duringthat time, about a decadeno one was reported hurr sckened

by theseimported medicines® Still, in2012ho s e progr ams wer eattareyyt down b

generalat t he behest of Maine’'s Board of Pharmacy, wh
licensed in Maine and therefore could not gaiscription drugs into Maine. By passing the personal
drug importation lawin2013 Mai ne’' s | egi sl at ur e rtepasenaldrug he st alf

importation programs and they havesumed

The FDA has taken remforcementaction to date agairtdViaine, the City of Portland, or companies

helping their employees import lower cost medication from foreign pharmagiesPharmaceutical

Researchers and Manufacturers of AmeieaRMA)the Maine Pharmacy Association amad Maine
pharmacistssued Maine to enjoin the personal drug importation programsanchval i dat e Mai ne'’
law.**® The case is still pendinBhRMA was dropped from the lawsuit for lack of standing, however the

180 Adv Care Pharmacy, located in Toronto, ohekel an outof-state Florida Board of Pharmacy license # PH19692. The

pharmacy was informed that its Florida license would be closed without cause, see
http://ww2. doh.state.fl.us/IRMOOPRAES/PRASINDI.ASP?Licld=11979&ProfNBRh@ Hd&rida Board of Pharmacy held that
it made a mistake in issuing the license in the first place.
®1The Nevada Pharmacy Board voted to issuedftdtate pharmacy licenses to Canadian iphacies in 2006: See
http://bop.nv.gov/uploadedFiles/bopnvgov/content/board/ALL/2006_Meetings/2808601 02 MeetingDocs BOP.{Jtast
accessed 10/2/2014].
%2 Maine Legis. Serv. Ch. 373 (S.P. 60) (L.D. 17 httsgavww.mainelegislature.org/legis/statutes/32/title32sec13731.html
[Last accessed 10/2014].
183Charles Ouellette et al., plaintiffs v. Janet Mills, et al. CivitkdvA®347NT, filed May @, 2014: see
http://www.med.uscourts.goYOpinions/Torresen/2014/NT_05152014 1 13cv347 Ouellette v_Mill§lmtft accessed
10/1/2014].
%4« Maine’'s Prescription PB®NewdblouDaremben 31i201;5¢e Go Forei gn, ”
?etép:llwww.pbs.orq/newshour/bb/healthiuIv—decl3druqs 1231/ [Last accessed 10/1/2014].

ibid
¥chidi, George, “Maine Sued by Big PthsRaWnSioryBovemben$ 2013 dee Won't S
http://www.rawstory.com/rs/2013/11/09/mainesuedby-big-pharmabecauseit-wont-stop-foreigndrugimports/ [Last
accessed 10/1/2014].
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court granted standing to th#&laine pharmacists for reasons related toramercial injury but not
safety*®’In its ruling the Maine court noted that plaintiffs did not show any harm done to Maine
residents from their past purchase of foreign drags.

On behalf of state pharmacy boards, tRational Association of Boards of Phaicy NABPis the

fulcrum for action regarding online pharmacjesdthe organizatiorwasa criticalsource of information

for the GAO reportThe NABP has been actimetackling the issue afnline pharmacies since the

emergence of the industry. In 1999ABRcreated itsVIPPS programsa voluntary program to which

online pharmacies can applilembers are able to publish thdPPS seal of approytidereby
identifying them as safe and | awf ul online phar ma
phamacies that sold to Americans were r@igible for VIPPS certification.

As mentionedn this report, @position to personal drug imgatation by U.S. pharmaciesd their
ownersis explained by the threat of pricmmpetition fromforeign pharmacies, as well as safety
concerns aboutoreign drugs®® According to the National Association of Chain Drugst¥ésCDS)
U.S pharmaciesand pharmacistare commercially disadvantaged when Americans buy medication
outside thecountrywhen they could do so localfy°

The NABP's website states that it is an “independ
affiliations and funding sources cast serious doubt on that assertion. The NABP, like its member

pharmacy boards, are governeg bwners and executives of U.S. pharmacies. In this nzssy

pharmacy board regulators, those who own or work in U.S. pharmacies, have a financial incentive to
prevent Americans from buying medicati onideatut si de
hasbeen anemployee of the Walgreens Corporation since 1§#7

State pharmacy boards are often led by pharmacists and pharmacy owAeelaisiness peoplthey are
understandably concerned aboptice competition from lower priced foreign pharmaci&s 2013, over
50% of statgpharmacyboard memlers worked in or owned pharmacié$.U.S. parmacy boards have
been cited for serious conflicts of interemtd for the dominance of leadership positions held by
employees of the largest chain pharmacies, sasWalgreens, Rite Aid, CVS, and Waliiafthe
largest pharmacy trade association, the National Association of Chain DiegyN&vCDS hasfor over a

187 Supra note 163.

*Bibid
%9 5upra note 56
0 For well over a decadél.S. pharmaciesave lobbiedagainst personal drug importatiosuch as through th&lational

Association of Chain Drug Stores (NACDS). NACD'Begitmatg o ver nment
pharmacies in the U.S. lose business each time a consumer buys from a drug importer rather than visiting their local
pharmaces” in a | etter to John Morrall, Officer of Information a

Vice President and General Counsel, NACDS, dated I\t}TaQOIW.

"L As of October 1, 2014, Joseph L. Adams, a Walgreens employee, issidemref NABP.

2 5ypra note 64

McCoy, Kevin, “Chains’ Ti @SATaRayDeceDberdl, 2008;sehar macy Boards, ”
http://usatoday30.usatoday.com/money/industries/health/200B-30-pharmacieshoardsmistakesprescriptions_n.htnjLast

accessed 10/1/2014].
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decade opposed personal drug importation atelleadership hatestified beforeCongress about unfair
commercial compition from foreignpharmacies.**"

I't’s understandabl e that American pharmaci sts are
phar macies with which they can’'t compete. Price ¢
do not obviate the ethical imperative of the U.S. pharmacy community and their business and trade
associations to impartially assess online pharmacies, their safety and cost.

Adecade ago, large chain pharmagissch as CVS and Walgreemsced support for reforming drug
importation laws to facilitatevholesale@mportation of foreign prescriptionrugs to bring down drug
costs® Thomas Ryanhe formerCEO and Chairman GV S$stated:

While many in our industry believe that importati®a fundamentally flawed concept

and oppose it without excepti omijlionsofhave come t
Americans already have opted to import drugs b
it to them to face this issue head on and notkdbe other way-"’

Today, Mr. Ryan gosition oftengoes ignored by U.S. pharmacy groups and their appointed ledulérs
the needfor drug importation legal reformhas never been greatéf®In contrast to personal drug
importation, rew wholesale drug impoation regulations, as advocated by CVS and Walgraelesade
aga wouldpermit lower cost foreigamadeprescription drugs into our formal supply chafiihese
would bedrugs sold in U.S. pharmacies, not purchased directly from foreign pharmeaiksworthy
policy goalbut ladenwith safetyand economiconsiderations outside the scope of this analysis

For well over a decadehe NABRas been very activie advocating againgiersonaldrug importaton
as a meanto lower drug prics, both ascurrenly practiced byindividualAmericansandthroughthe
reform ofimportation laws to formally legalize personal drug importattétin a 2005 hearing before
the Senate Health, Education, Labor and Pensions Committee, NABP Executive, Giagcten
Catizone testified"If the illegal importation of drugs into the.8 is allowed to continue unabated, the
impact on patient safety will be devastatittf’ As demonstratecibove after ten years since Mr.

" supra note 170

" Senate Defeats P eDbrsgdopasOctdbenplo201] asdwetpd/diugtBpicd.nhodetnmedicine.com/drug
topics/news/modernmedicine/modermedicinenews/senatedefeats-personalimportation-bill?page=ful[Last accessed

10/2/2014].
176

Representative Rahm Emanue)(IL “ Emanu el Statement: Applaud CVS, Walgreens
| mportation,” May 6, htgs0votdsmartWa/sublicstateinent5467¢:maneebtaementapplaud
cvswalgreensfor-supportof-prescriptiondrugimportation#.VDP88OfFE[lL ast accessed 10/7/2014].

"« cvs Chairman: Legalize PrescrUSpTddaymay® a4 Sdemports,” Associ a

http://usatoday30.usatoday.com/news/washington/20@6-05-drug-importation_x.htm[Last accessed 10/7/2014].

"8 The need is greater because drug costs are increasingly a barrier to accessing medication at U.S. ptemaoies note

5 for the relevant dta from the Commonwealth Fund.

"National Associationf Boards of Pharmacfress Release, NABP Ur ges Enforcement of US Drug
Drug I mportation Thr ea 27 2083: sPatp:/Mmewnabp Ba/fieestingbplrgederfdicermeatof-y
us-druglawsnew-bill-supportingdrugimportation-threatenspatient-safety[Last accessed 10/7/2014].

%0 catizone, Carmen, Statement to tB@mmittee on Health, Education, Labor and Pensiondie ar i ng on “Exami ni ng
Realities of Safety and Security R ehtgp/wen.gpoggovidsys/oka/CHRGEor t at i on,
109shrg98923/html/CHR®GO9shrg98923.htnjlL ast accessed 10/7/2014].
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Cati zone’ s thaimpae onwantsafety bas not beedevastating To the contrary, while
problems persist due to rogue websitéke facts show thapersonal drugmportation through safe
international online pharmaciesas helped millions of Americans afford needed medicatiatespie
the illegality.

The NABP receivdargeamourts of funding by drug comparseAnong its publicly known funders are
Pfizer,Merck,andEIiLi‘I‘f&,and NABP's financi al hol dings include
companies, U.Shainpharmacies and wholesalefd A B BXeautive director earns about $6800 in

annual compensatiolf”—over 1000% above the averagelagy of executive directors afon-profits in

America'®

Launched with a grant from Pfizer, NABP started the Internet Dutet Identification Program to

create a “Ne@td”Rédesmmerd o nwhicmaee conbiderethogue’ NABP al | of
does not discern between a licensed Canadian pharmacy that sells to Americans online pursuant to a

valid prescripibn and a rgue online pharmacgsuch as one that sells prescription narcotics without

requiring a prescriptionut classifesthem both as rogué® In addition to funding the NABFhe

largest pharmaceutical companies fund the NACDS, a practice that has reogivesecriticism from

lawmakers due to lack of transparency and potential conflicts of intéf@st.

State laws usually preclude the sanctioned personal import of prescription medication. However, the
current systenin whichregulators, pharmacies and théiade groups crea programs, policies, and
laws governing online pharmacies cannot be viewed as impartial for the reasons identified above.

History of Google and Online Pharmacies: Learning the Right Lessons

The GAO report mentioned investigations amdgecutions of companigat provide services to online

pharmacies r ef ergeekeepas s?” as another method of det
most weltknown of thesenvestigations led t@&s o o g $5@0’'mdlionforfeiture in 2011, after the

company signea nonprosecution agreement (NPA) with the U.S. Department of Jysticieh found

181\nebsite of the National Association of Boards of Pharmiitys://www.nabp.net/programs/pharmacy/pharmaegnd-

nabp/coalitionsupport[Last accessed 10/7/2014].

182 5ee NABP tdiling for 2010, 2011 form 990 aldABP tafiling for 2013.

183 Pay Scale, Human Capital, Executive Director Salary Data: see
http://www.payscale.com/research/US/Job=Executive_Director, {Roofit_Orgaization/SalanflLast accessed 10/7/2014].

184 National Association of Boards of Pharmacy press reléage83P Names 79 Internet Drug Outlets Operating in Conflict with
Patient Safety and Pharmacy Practice Standards h&tps:éwww.nabp.net/news/nabpnames79%-internet-drugoutlets-
operatingin-conflictwith-patient-safety-and-pharmacypracticestandards, [Last accessed 12/17/2013].

¥«NABP Report Lumps Real anRtRigRte.ggNeventbér alk 20 séees Toget her , ”
http://www.rxrights.org/nabpreport-lumpsrealtandroguepharmaciesogether/ [Last accessed 10/7/2014]. Also, see the

position of Peter MaybardykPublicCi t i zen’' s Director o fhtipVevwevecsizen.drgfPCtMHECANNC i nes Pr o ¢
Do-not-let-big-Pharmacontro-internet-domains[Last accessed 10/7/2014].

188) etter from Senator Charles Grassley (IW), Ranking Member, Senate Judiciary Committee, to Steven C. Anderson, President
and Chief Executive Officer of the National Association of Chain Drug Stores: see
http://www.grassley.senate.gov/sites/default/files/about/upload/20105-04-CEG. etter-to-NationatAssociatiorof-Chain
DrugStores.pdflLast accessed 10/7(A4].
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the companyallowedcertainkinds ofdangerousonline pharmacies to advertis&’ The$500 million

forfeiture—not a criminal fine or civil monetary penalywascalculated by addingd revenues and

sales made by Google and, allegedly, “Canadian” o
and sale otontrolledprescription drugsvithout a prescripton (such a®xyContinVicodin Valium,

Adderall, and Xanax}ut not advertisements by credentialed international online pharmaciesor-

controlled prescription drugs, such a Abilify, Celebrex, Crestor, Lexapro, Lipitor, Plavix, Pradaxa,

Seroquel, Sigulair, Victoza, and Zoloft.

The GAO report did not mention that under the NPA Google agreed to ban all licensédl $on

pharmacies, including Canadian pharmacies that require a prescription and do not sell controlled drugs

into the U.S., from adveriisn g on Google’'s search marketing progr
Bate, lead author of the BEJEAP report, winta separate articte

What is most distressing about the Google agreement is that Google's earlier policy was
actually optimal from dnealth standpoint. All domestic and foreign sites advertising on
Google were supposed to be vetted Byarmacyhecker.com, an independent
credentialing organization. My research team's sampling of drugs (published in the peer
reviewed literature) found tht none of the sites approved Bharmacyhecker.com

sold poor quality medicines even though they advertised lower prices than U.S. firms,
and were all based overseas. But poor enforcement by Google led to advertising from
web entities that were not creddraled by phamacychecker.com, some of which

probably sold substandard and counterfeit medicines. Because of this poor oversight,
officials concerned with promoting public health were right to challenge Google's weak
enforcement of its policy®®

ReputableCanadian and other internationanline pharmacieghosethat legitimately advertised on
Googleprior to its policy changes, remain banned from advertising on Google, as well as the other major
search engines, due to government pressure, if not coerffirawmakers should consider encouraging
policiesto reverse that ban.

How to Shut Down Dangerous Rogue Online Pharmacies without Curtailing
Online Access to Safe and Affordable Medication

Targeted and effective government enforcemegud private voluntanactions against rogue online
pharmaciesneed not interfere with the safe provision of lesost medications from international online
pharmaciesNational and internationahctions conductediaannual campaigns entitle@®©peration
Pange&have successfyllshut down and blocked thousands of rogue online pharmacies without

¥Bat e, Roger, “Google’s Ad Fr eedoRealCMardarlgts.gons€dur t ai |l ed, ” Septe
http://www.realclearmarkets.com/articles/2011/09/28/googles _advertizing_freedom_is_curtailed 99281 [himst accessed

10/19/2014].

*ibid

% Ibid
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shutting down safe international online pharmaci&sin Pangea, FDA cooperates with Interpol and
other criminal enforcement agencies by alerting Internet service providers, domain eggjsand other
online gatekeepergsee discussion below on gatekeepeabput suspect website§ he agencies also
conductenhanced surveillance at international mail facilities, where prescription orders are saized
well as initiatethe seizure and takdowns of rogue online pharmacies through court ordéfs.

The most thorough and legdslictakedown actios againstrogue online pharmacieare by orderof a

court of competent jurisdicion Such court orders are obtal ned and
Investigations. In Pangea VI, the FiDAts public relations, focused dine takedowns of three rogue

online pharmacies that were clearly fraudulent in pretending to be websites operated by popular U.S.

chain pharmacie$’

U.S. consumers attempting to go to the following three websites will view a screen that notifies them
about the court order and seizure: http://www.canadianhealthandcaremall.com/,
http://www.walgreens-store.com, http://www.c-v-s-pharmacy.com.

This domain name has been seized pursuant to a seizure warrant issued by a
United States District Court.

Individuals who traffic in counterfeit drugs, dispense prescription drugs without
a valid prescription or otherwise receive or distribute misbranded, adulterated,
or counterfeit drugs are subject to severe penalties under federal law.

Know the dangers of purchasing pharmaceuticals online.
Visit www.fda.gov/BeSafeRx for more information.
Inquiries regarding this seizure can be directed to: CclU@oci.fda.gov

Office of Criminal Investigations - U.S. Food and Drug Administration
Cybercrime Investigations Unit (CclU)

Creating aational but expedited system for obtaining court ordersstaut downrogue online
pharmacies will provide a pathway that respects due process of law, Internet freedom prinaries,
access to affordable medicine.

By s, Food and Dr ug A dmRDA mkes dctioatd pratent conqumesssrem dargéraisiosess soldby
illegal online pharmaciegune 2% 2013; see
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm358794 fiast accessed 10/21/2014].
191 a:

Ibid
%2 |bid
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As a federal contractor, LegitScripinc@nd may currently) serve a valuable investigative role for the
FDA in its efforts to identify and monitor rogue online pharmacies and their actjyagscularly
because itzlassification systerdoes notconflatesafe international online pharmaciegth rogue
online pharmacies

Prioritize Online Pharmacy Enforcement Targets: Properly Defining “Rogue
Online Pharmacy”

Asexplained abovgt he GAO report’'s use of the phrase rogue
inaccurate and wrongly identifies safdir r nat i on al online pharmacies as
report inaccurately communicates that “The Food a

enacted in 2012 required that we report on problems posedrbgueé | nt er net P Atereimaci es .
nomention of the hwoteérmr §gwguUeod nt eThaGAQrepgsth ar macy”
includedthe positionsof, and researcltonductedby, the NABP and LegitScript, but misrepresents or
misunderstands critical distinctions in how thegsdify online pharmacie6 AO’ s st aNABPh ol der s,
and LegitScriphave conflicting classification systems whe
p h a r maForlagmsakets and regulators to prioritize and identify ttight targets for enforcement

actions toprotect the public health itisriticalt o properly define this phrase
misapplied

NABP' s classification system does noliecaaseitur atel y
groups safenternational online pharmacieisoget her wi th dangerous ones in
As discussed above, tihNABRJesignates angnline pharmacy that is based outside theS.and sells to

Ameri cans as “r o spfetgcretientialeThia midehding dassiidatioluls the clearly
distinguishable lines between dangerous rogue pharmacy practices and safe internatitnal

pharmacy services.

In contrast, LegitScrigtoes distinguish between safe international online pharmacies and rogue online
pharmaciesLike tie NABP, LegitScripgsrogramdoes not‘approve international online pharmacies

that sell to consumers in the.S., regardless of their credentiaidowever, safe international online
pharmaciesar@otc | assi fied as “rogue” by LegitScript.com.
pharmacies, such as those approved by PharmacyCheckemacemenerally categorized as

“unapp Whiethe'.u'nappr ov e dimaydcarcongumersvhio are seeking safend

affordable medicatioraway from a safe online pharmagdidoes distinguisisafeinternational online

phar macies from “sodgue online phar maci e

The GAO' s report inaccurately describes LegitScri
miss these critical distinction&AO writeghat LegitScript classifies Internet pharmacies into one of four
categories: “(1) legitimate, (2) not recommended,
category <call ed *“ nodcategergiseabrye rt cheed ,N'ABwh itlmfacmesan “r og
LegitScript is explicit t hnattogugeunapproved” online

%8 5ee supra note 1.
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“Unapproved” I nternet pharmacies are those for
l ack of compl i anc etionai Intdmetlplagniady &dficatiopt * s i nt er n
standards or applicable laws or regulations but that do not meet the definition of being

‘rodgtie.’

Further,& | ack of compliance” may have ntechnitdlng t o do w
violations of drug irmportation laws(i.e. personal drug importation from licensed pharmacies that

require valid prescriptions)Jnder this classification system, a Canadian online pharmacy could meet

the highest safetgtandardsand be safer than 8.S. pharmacy, and stillBeu nappr oved” i f it
to consumers in the U.S.

The examples of rogue online pharmacies found in the GAO regplicitlydemonstrate its failure to

distinguish between safe and dangerous online pharmacies. In Figure 3, page 28, the GAShayp®rt

a picture of the home page of an online pharmacy called CanadaDrugs.com. The GAO report reads:
“Figure 3: Screenshot of a Rogue I nternet Phar mac
in 2012 as Part of Oper iadphaommacyFCanadpPrags.com beetsvekye a r o
high standards of pharmacy practice and is approved in the PharmacyChecker.com Verification Program,

a member of the Canadian International Pharmacy Association, two of the credentialing agencies cited

by experts fo using quality standards®L e gi t Sci pt cl assifies CanadaDrug:

“rogfie”

CanadaDrugs.com has operated a pharmacy in Canada selling medications internationally for almost 15
years. Itis licensed by the Manitoba Pharmaceutical Aatonias an International Prescription

Service’”’ CanadaDrugs.com has sold safe and effective medications to millions of consumers without
anyreportedor obl ems. It did not receive a warning | ette
because thd=-DA decided to use its enforcement authority to cite CanadaDrugs.com for selling certain
foreign, but legal and genuinegersions of medications to individuals in the Utfat are considered
unapproved and/or misbranded when personally import&tEDA cold have sent a similar warning

letter to anysafeonline pharmacy based outside the U.S. that sells prescription medication into the U.S.
The letter also warned CanadaDrugs.com that it was selling Domperidone, which is no longer approved
in the U.S., buis approved in many other countries. CanadaDrugs.com removed that medication from

its website.

194LegitScript Internet Pharmacy Certification Standards.h#gs://www.legitscript.com/pharmacies/standardé ast accessed
10/7/2014].

198 5afe international online pharmacies, such as ones approved in the PharmacyChecker.com Verification Program, fill orders
with licensed pharmacies, require valid prescriptions, publish accurate mailing address and phone number, encrypt web pages
onwhichgr sonal and financi al information is transmitted online,
See http://www.pharmacychecker.com/sealprogram/choose.asp [Last accessed 10/7/2014].

1% 5ee http://www.legitscript.com/pharmacy/canadaays.com [last accessed 6/25/2014].

197 Manitoba Pharmaceutical Association, Licen32#95 International Prescription Service: see
http://mpha.inltouch.org/conpany/roster/companyRosterView.html?companyRosterldt&st accessed 10/7/2014].

1981.S. Food and Drug Administration Warning Letter to CanadaDrugs.com, 9/21/2012; see
http://www.fda.gov/ICECI/EnforcementActions/WarningL etters/2012/ucm321068.fitast accessed 11/13/2014].
http://www.fda.gov/ICECI/EnforcementActions/WangL etters/2012/ucm321068.htm
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I't is |ikely that CanadaDr inghe GAOgaporbecalse itwownarigd y | ab
target of an FDA investigation over his alleged involvemghtoughother companie$e operated—in

the wholesale importation of counterfeit Avastin that was given to patients in U.S. medical Efinics.

Avastin was not sold by theebsite CanadaDrugs.com. Imported and domestically sold counterfeit

medications are a serious threat to the public health, especially counterfeits sli@g products. FDA

resources areightly andefficiently expended on criminal investigations tafact the U.S. drug supply

from counterfeit drugs. However, the existence of wholesale businesses responsible for distributing the
counterfeit Avastin does not mean that CanadaDrugs.com is not a safe international online pharmacy.
Christopher Weaver of th&/a | | Str eet TRerisnairaication that falkee medicines were

sold through the company's consumfarcused website, CanadaDrugs.cdffy.

The GAQ@eportpr ovi des exampl es of two other sites, whict
pharmacies. BMedsPharmacy.net advertised the sale of prescription drugs without a prescription.

According to the FDA, the site was found selling counterfeit and misbranded drugs, as well as controlled
substances to AmericaniS.Interestingly, the site is still operatj and appears to have revised its

policies to require a prescription.

The other “rogue” online pharmacy identified in t
plead guilty to smuggling counterfeit and misbranded drugs into the U.S., inckellivgy controlled

substances, specifically Meridia, without a valid prescription. Unlike AllMedsPharmacy.net,

NewPharm. net ostensibly required a prescription b
offered by the online pharmacy itself. Ind investigation, federal agents purchased prescription

medications without a valid prescription; the products often came from China or India, and the sellers
intentionally hid the ingredients of thdugpackagin
samples purchased by federal agents revealed that the drugs were not genuine versions of the approved
drugs that the®fl tpug pairftfeidc ulot bteo "di scern exactly \
guality and safety but it indicates thatthetwes i t e’ s operators were committ.
consumers into thinking they were buying a certain brand product when they wergTiaactual

product may have been a genuine generic version from another country).

A cursory evaluation of CanadaDrugsn by GAO should have led its authors to conclude that it was
fundamentally different from the other two sites mentiongdiie to its verifiable licensure, long history
of pharmacy safetyandtransparencylndeed, CanadaDrugs.com could be used as a goam@e of
why millions ofAmericandhave benefited for many yeafeom lower cost medications from other
countries.

Yweaver, Christopher, “FDA War WalSteétJoNeakebBayt6c20l3,csde Fake Cancer
http://online.wsj.com/news/articles/SB10001424127887 300204578286483013578190?mg=rene64
wsj&url=http%3A%2F%2Fonline.wsj.com%2Farticle%2FSB10001424127887324900204578286483013518490.html

accessed 10/7/2014].

2pid

21 35ee supra note 1.
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Aproperandpracticad e f i ni t i on of “ r ocagllugselimgwebsite ¢hatpentmnmalipa cy ” i s
sells fake, adulterated, or undinsed medicatiorgenuine and regulated medicatidhat is not dispensed

by a licensed pharmacist and/or pursuant to a valid prescription; or engages in Tizatddefinition

focuses on the combined factors of public headtbtection, domestic legal confipnce(where the

products is dispensed fronand access to affordable medicatiddnder that definition, an online

pharmacy is not a rogue if it meets all the criteria below:

1 Requiresavalid prescription

9 Publishes verifiable andruthful contact information

1 Fillsorders through licensed pharmacies

1 <elisregulated medicationsproduced under GMP

1 Dispenses prescription orders via licensed pharmacists

9 Takes reasonable measurespimtect personal and financial information
Incontast, a “rogue online pharmacy” does one or mor
9 Doesn't require a prescription

9 Doesn't publish verifiable or truthful contact information

9 Doesn't fill orders through licensed pharmacies

1 Doesn't sell regulated medicatiofithis would encomass counterfeit drugs)
1 Dispenses prescription orders via unqualified personnel

9 Doesn't protect personal and financial information

Using the definition and guidance above, lawmakers and regulators have a clear roadmap to identify
those online pharmaciesperatingdomestically andbroad that endanger the public health and those
that do not.

The Online Gatekeepers

Search engines, domain registrars, credit card companies and payment processors have the ability to

shut down or more significantly curtail access to dangerous rogue online pharmacies (or any company
operating online) by prohibiting service totheitheya e s omet i mes referred to as
Cooperation among such companies through CSIP, and in collaboration with government agencies,

already curtail@ccess taogueonline pharmaciedy preventing them from advertising on search

engines, suspending dwain registrations by registrars, and preventing their use of merchant accounts

so they can’'t offer c ®SUnfortmrmtely sich acéodsihave alreadyd pr oces s
overreached to affect safe international online pharmacies. Safe internatiotiakopharmacies are

banned from advertising omajor search enginess noted in the Google casaehaving difficulty

23 c3IP identifies its voluntary principles for refusimyise to pharmacy websitegitp://www.safemedsonline.org/wp

content/uploads/2014/03/CSHPrinciplesof-Participation.pdf Under this policy, safiaternational online pharmacies are
potentially subject to refusal of service.
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finding credit card processing due to new online pharmacy restrictions by’¥8#A] somehave had
their domainsactuallylockedby registrars®®

Search Engines

In February of 2010, Google banned Hdrs. pharmacies, including safe international online
pharmacies, from advertisinon its U.S. search marketing programs; began requiring Ngsproval to

be a pharmacy advertisg?® and, just prior to its policy changes, implemented new technical solutions
for blocking rogue online pharmacié¥.Until that time, Google s p o | i csafe isterramtiomab w e d
online pharmacies approved by PharmacyChecker.com to advertise, but did too litffe¢tvely block
advertising byogueonline pharmacies, domestic or foreign, that were not approved by
PharmacyChecker.caffGo o gh &n son i nternati onal ioclidesfor@ignphar mac
sites selling safe drugs to patients with valid presprt 20 Tiesbest policy for public health is to
maintain the strict block onogue online pharmacies but remove the ban against safe international
online pharmacie$™

Some pharmaceutical companies are now calling for the remoal 0bnU.S.online pharmacies from
organicsearch results, arguing that banning online ads is not entidtii Lilly is pushing for a policy of

“ d el i sprocessgvherebgearch engines such as Google and Bing would remove ary.&on

online pharmacy from their searcksultsviewed in the U.8"Google attests that it will not censor its
listingsin this extrememannerexcept under court ordetOn its blog Google stateslt's not Google's

place to determine what content should be censordlat responsibility belongwith the courts and

the lawmakers*® Despite its claims, Google does build into its search algorithm a demotion signal
targeting websites for which it has received a large number of Digital Millennium Communications Act
(DMCA) take down reque$téand it may do so for other such requests as well.

Domain Registrars

For a website to operate it needs to work with a domain name registration serviceasubbse
offered by GoDaddyRegister.conor EasyDNSPutting pressure on registrars to disallow service to
rogue online pharmacies is anotheethod of pishingthem out of businessLegitScript has used this

2% gypra note 46.

2|7 Fall 2014, | was informed that a safe international online pharmacy, which was not a member of the

PharmacyChecker.com Verification Program, but appayendt similar standards, was shut down and locked by the U.S.

registrar GoDaddy.

206 Supra note 187.

X"Nonpr osecution agreement between Google, Inc. and the United
Department of Justice, Augustt192011:http://qooqlemonitor.com/wncontent/upIoads/2011/05/GooqIe%ZOAqreement.pdf

208 Ibid, also seesupra note 174.

209 Supra note 197.

210,
ibid
1 sypra note 54. View a video of the testimony by Eli Lilly about dellstirey
212 ;.
ibid
213Barea, Adam, Legal Director, Googl e, Il nc. , “ Co mlisyaBtog,i ng Rogu
seehttp://googlepublicpolicy.blogspot.com/2013/06/combatir@gue-online-pharmacies.htm[Last accessed 10/29/2014].
24Gold, Mateaand Tomtab ur ger, “Google Faces New Pressure FroMi, States t

2014,Washington Postseehttp://www.washingtonpost.com/politics/googldacesnew-pressurefrom-statesto-crackdown-
on-illegatonline-drug-sales/2014/04/15/6dfc61fdhe6d11e3b195dd0c1174052¢ story.htnjlLast accesse10/29/2014].
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mechanism to helghut downmany rogue pharmacy sité§ Often, however,a rogue online pharmac

will just move to another registrai.o prevent that from bppeninge gi st rar s have the ab
domain names“ONS locking to actually prevent a website from moving to a different registrar,

thereby putting that particular websites out of business.

In cases where pharmagglated websites are clearjangerous, DNS locking should be pursued.

However, measured policies should prevent such aggressive enforcement without a court order in the

case of safe international online pharmactes t hose deemed “unapproved” by
“r ogue . "rcememtidiscregon if jastified for public health reasons, but also because private

sector, voluntary actions in this case, those longpught by the pharmaceutical industyshould not

be thecatalyst forending access to safe international online phacies which igheir commercial goal
Governments should have to explicitly request such actions of registnar$§CANNvhen they believe

the public health imperativegistify it.

Furthermore, in the absence of the measured protocols recommended albmencumberedNS

locking would advantage rogue online pharmaciesate internationabnline pharmacies. The former

are often fly-by-night websites, while the latter hawgftene x i st ed for a decade or m
to return to the marketplace with another websitit.would be indefensible tshut downthe safest

international online pharmacies and leave tens of thousands of foreign rogue pharmacy wehsits to

in to fill the void

In a letter from January of this year, the NABP alerted registrars that they should take down online
pharmacies upon the request of NABP or LegitScript without a court order. NABP is careful to note
“excepti onsutthtelettets natpxpliecitiro r el ate to LegitScript’s
classi fi cat i o-safednterndtional antine pharmacigs’thatlfautside of U.S.

regulations.The letter reads:

We confirm that LegitScript is well aware of where exceptions &xigiese common
global standardge.g. where pharmacy licensure reciprocity exists as a matter of
regulation) and Internet pharmacies falling under an exception are not designated as
rogue and not included in rogue Internet pharmacy abuse notificatiofeigistrars?'®

The NABP and LegitScript are within their rightadtify domain registrars about online pharmacy
registrants, their practices, and legal considerations. However, domain registrars are only required to
abide by requests of acourtordertoa k e down a registrant’s website.

To dat e, NABP' s and LegitScript’s requests to dom
phar maci es” asn@ter N-AdBfiBitios cBating aplé fact standard that forms the

215LegitScript, press release, “LegitScript Shuts Down 6, 700 R

http://www.prnewswire.com/newsreleases/leqgitscripshutsdown-6700rogue-internet-pharmacies?213544321.htm[Last

accessed 11/13/14].

*Masnick, Mike, “Pharmacy Lobbyists Lie to Registrars
QuestionsA ked, " J20MdTechDyrtseeO ,
https://www.techdirt.com/articles/20140110/12140025836/pharmadgbbyistslie-to-reqgistrarsif-we-complair
aboutsite-it-mustbe-taken-down-no-questionsasked.shtm[Last accessed 10/29/2014].
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basis for appropriatgg ui dance to domain registrars. A standar
terms, combined with exceptions for legally and safely operating online pharméascths one that best

serves the public healti.o meet this requirement, approval byteit LegitScript or

PharmacyChecker.com, should be sufficient for a domain registrar to permit and maintain service to an

online pharmacy. One domain registration company called Easgib@yhas adoptedhis policy**’

The Role of the Internet Corporation for Assigned Names and Numbers (ICANN)

ICANN, an international negprofit organization, is responsible for managing core technical components
of the Internet relating to domain names, Internet protocol numbers, and protocol port and parameter
numbers.Under ICANNSs Registrar Accreditation Agreen(&RA) registrars accept responsibility to
disallow illegal activity among registrants (websites). NABP and LegitScript argue that one way of
shutting down rogue online pharmacies is for ICANN mdce fullyenforce its RAAs, whereby registrars
mustresponddutifully to notifications about illegal activity by shutting down domain names and locking
them even withouta court order”*® The FDA is frustrated with ICANN for not doing more along these
lines?*® Again, here is a measured policy response for ICANN, which involves pressuring registrars to
di sallow service to sites that are truly “rogue o
pharmacie$®

Credit Card Companies/Payment Processors

Most onlinemerchants whetherthey sellbooks, computersor drugs,take payments by credit card.
Preventing them from offering credit card payment options is another method of curtailing the use of
online pharmaciedt has become harder for online pharmacies to obtai@rchant accountso offer

credit card paymentsinless they are credentialed by the NABP or LegitS@fiptany safe international
online pharnaciesare being refused servi¢g whichmeans thatAmericans whduy from theseonline
pharmacieshave difficulty making payments to them. Some Ameriaghs use international online
pharmaciesiow pay for their medications by personal check instead of using a creditZard.

Online pharmacy merchants acategorized akigh riskoperations by payment pcessing companies.
Rogue online pharmacies have greater chargebacks, refund requests, and fraud corfialaints
consumers. In contrast, credit card processing for safe international online pharmacies has not been
high risk, meaningheir transactions argenerally trouble free, as would be expected with a
credentialed U.S. online pharmacy.

"Masnick, Mi ke, “EasyDNS Tries to Balance d&iesgus Reques

Against Truly Rogu@,Z(F_M]Taacrhlmmseei es,” August 26
https://www.techdirt.com/articles/20140824/07373128307/easydirses-to-balancebogusrequeststo-take-
down-legit-foreign-online-pharmaciesagainsttruly-rogue-pharmacies.shtnflLast accessed 10/29/2014].

218 jbid

El der, Jeff, “1CANN, Regulators Cl as WalGweetdoundsdee gal | nternet
http://online.wsj.com/articles/icanaregulatorsclashover-illegatinternet-drug-sales1414463403

22OSupra note 217.

#ZLgypra note 46.
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Some noAUJ.S. payment processors are willing to work with safe international online pharmacies, but
now charge very high transaction fees to justify thisk.” Rogue aline pharmacies use fraud in order

to obtain merchant accounts by pretending not to be an online pharmacy business, securing the
account, and then offering medication forsala “ b ai t aperdtionsTiwerefore pfivate sector
“vol unt ariypniclly-tldadtmasituation whereogue online pharmaciamay be able to
acquire reasonable credit card processing terms wadaler online pharmacidsave far more difficulty.

Transparency

The Center for Safe Internet Pharmadi€SIR)working with LegitScript, and in concert with the Alliance
for Safe Online Pharmacids the organizational vehicfer private sector actions against rogue and
illegal online pharmacies. Due tioe public health ramification$CSIP should be transparent in its
enforcement actions. It should correctly define for consumers, regulators, and the public health
community,whatpharmacys i t e s ar earésubeg to private @actdr takedoweiforts. CSIP
shouldalsotake the following actiorns

1 Qearly state whatecourse companies and people have if their businesses are shut down by
actionstaken by CSIPs me.mber s

1 Provide information on those sites that weshut down and the reasons they weshut down
based on applicable laws

 Identify the precise public hethl risk of a websiteefused service oshut down?*

The Obama administration, as discussed below, was the catalyst for CSIPs creation. If the federal
government is going to deputize private actors in carrying out law enforcetypstactions thagaffect

the health of Americans, then it should compel transparency from those adtimtsonly shouldCSIP
communicate what they are doing to protect consumers from the dangers of rogue online pharmacies
but, perhaps more importantly, $afe international onlingharmaciesare more directly targetedbr
takedownby CSIP in the futuréhen consumers who rely othoseonline pharmacies foobtaining
medicine they cannot afford localghouldknow whyCSIP ended their online accéssafe and

affordable medication

The Obama Administration’s Role in Combatting Rogue Online Pharmacies and
Their Conflation with Safe International Online Pharmacies

TheGAO reporbriefly mentioned theefforts of the White HouseOffice of the Intellectual Property
EnforcemeniCoordinator(IPEG)hrough whichthe Obama administratiohas shapegbolicies and
encouragedictions affectingnlineaccess tanedication In 2010, as part of its mission to combat
intellectual property infringement on the InterngiPECGequested that he private sector take
“volunt ar y” ordirephamaces”ahe sesul was théormation of CSIP?®

24 gypra note 43.

McQuil |l enGoowillel,i aMncrbsoft Join Ob an4 20i0pBlo@reniNevis;se&€nock of f Drugs
Elztgp://wmmv.bloom berg.com/news/201612-14/googlemicrosoftjoiningto-helpcombatillegakweb-pharmades.htmli[Last accessed 10/21/14).
Supra note 43.
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While CSlEoeshelpcombatroguelnternet pharmacies, it also acts to discourage Americans from

accessing safe, affordable pharmacies outsideltinited State$?’ CSIP provides a database on its

website for consumers to find “legitimate” online
American consumersse this tool to look ugnonline pharmacy operatingutsidethe U.S.they find

that all safe international online pharmacies dreu n a p p’rTlee\CEIR websitemostlya clearing

houseof informationfor pharmaceutical industrfundedor alliedgroups such athe Alliance for Safe

Online Pharmacies, LegitScript, tNational Associatioof Boards of Pharmacy (NAB&)d the

Partnership for Safe Medicines

Congress is examiningluntary agreementi the private sectarones recommended by the Obama
administration,as a solution to copyright and other intellectual property right viglasi that occur on

the Internet?® Some voluntarygreementssuch as those exercised by C&He,being afforded

considerable market powess well as thebility to deter competition and innovatioff’ Consider the
possibilitythat some executives with CStiember companies may own other companies, such as

GoodRxa website that offers drug price comparisons among U.S. chain pharmabiebarein turn
commercial ly advanGmmdRg @ comyany@Bidh Fhis authar admires) c@anpetes

for seard engine traffic with online pharmacies, safe and rog@ad with PharmacyChecker.com. If its
competitors are disadvantagl by CSIPs actions then GoodRx and its owners groénsureCS 1 P’ s,

and othersimilarvolurd r y pr i vat e s powdsa@ne usedpropedyawmakersmshould

considerthe appointment of an independemmbudsman to oversee these agreements. The
ombudsmanwould analyze voluntary agreementuchasthose affecting access medication online,

inordert o make sure private sector actions aren’t bl o
the Administration’s ot heifreegadeardsanspdrendfie process,

Thr ough | P ERhectosflaiancmot raguedntine gharmacie with safe international online
pharmaciesvasstrongly encouraged if not mandated by the Obama administration. IPEC is an executive
office created by an act of Congress to protect intellectual property rights. It may be inappropriate for
IPEQo work intandem with drug companies and U.S. pharmagigbe formation ofpublic health

policies regarding the distribution of medicines, as doing so may give the appearance that protection of
intellectual property right@and U.S. corporate interestaot the pullic health,are the driving force

behind federal policies toward online pharmacies

Properly and Ethically Educating Consumers about Online Pharmacies

The GAO was tasked under Section 1127 to report on efforts to educate consumers about the dangers of
buying drugs online. Educating consumers about the dangers of rogue online pharmacies is another
important measureto protect the public health. The programs and outreach of FDA and se&vA@l

27 ibid
28ihid
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Z0ihid
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stakeholder entitiexreatedto educate consumers about online gimacies are identified but not fully
examined in theGAO reportIn considering the benefits amisks of online pharmacies, the public
health and interest are best served when consumers are provided the most accurate information on
how to avoid rogue phanacy websites and find safe and affordable medication on the Internet.

In warning them against rogue online pharmaciég, public education programs identified in tAO

report communicate the messaghat the only safeonline pharmacyptions aredomestic ones. That

message is inaccuragnd inimical to public health imperativdadependent studies;onsumer

testimonials fifteen years of experience, amdimerousstate drug importation programshowthat

there aresafeinternational optiondfor obtainingaffordable and safe medication. TAO report

appears to actually criticize ¢1J.S. states that implemented programs to help their residents find

affordable medication online from international pharmacies | t i s her e wheehgppe GAO’ s
most flawed

More recently, some state and local governments implemented programs that provided
residents or employees and retirees with access to prescription drugs from Canadian
Internet pharmacies. Despite FDA warnings to consumers that the ageulclyro

ensure the safety of drugs not approved for sale in the United States that are purchased
from other countries, the prevalence of such programs may have contributed to a
perception among U.S. consumers that they can readily save money and obgin saf
prescription drugs by purchasing them from Can&ta.

Since U.S. consumette readily save money and obtain prescription drugs by purchasing frem
Canadaand other countrie$®?the GAO s arnsai ggus ded. GAO’' s own researc
Internet pharmacies and found that they all sold genuine medicatind required a prescriptioft®

As reported by GAO, t hrhekDd hdvises Americ&im 8 dahgerRx " pr ogr a
associated with buying medication online, how to avoid rogue online pheigs, and how to identify

l egiti mate ones. The FDA's program overreaches by
online pharmacies. In an artigeiblishedon ABC News w e,llF-BA Goramissioner Margaret Hamburg

is quotal as saying:

If the priceis bedrock cheap and it seems too good to be true, it probably is too good to
be true. And if it is not located in the United States and it's offering to ship drugs
worldwide, another red flag; don't go thefé

The drug prices aafe international onlinpharmacieswhich areoften much lower thardomestic
prices, ardrue and are sometimes the only affordable orfes Americans shopping onliffé&” Since

231
232

Supra note 1.

As evidenced throughout this report.

233 Supra note 25.

Z4Avila, Jim and Serena Marshall, *“ KECAewsSsociatedRress September 28 r escr i
2012, http://abcnews.go.com/Health/fdavarnsconsumersdangersbuyingprescriptiondrugs

online/story?id=17352895&pageiPast accessed 10/30/2014].
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prescription drug utilization is price elastinganing high drug costs are associated with Americans no
taking prescribed medicatiorfs¢ consumers who are scared away from a lower cost international online
pharmacy that sells genuine, safe and effective medication umagcessarily go withouheir

prescribed treatmentsl n ef f ect , F D A ogrampwhibhwaros Amefricansagaingin  pr
buying from any no#J.S. online pharmacy, may exacerbpteblems of prescription noradherence

and financiahardship

TheGAOreporme nt i ons NABP’' s application to the Internet

Numbers(ICANNjo operate a registry, generic tdpvel domain (i.e., .com, .edu, .gov, etc) called
.pharmacy NABPplans tosetglobal standards foany website selling medition; of a nonprofit group
that focuses on pharmaeyelated issuesand providing information about medication for those wishing
to obtain the .pharmacyT_D The pharmacy application wasinded by Eli LilyGilead, Jansen

TherapeuticsMerck andPfizer’* * NABP’' s st andards exclude any intern

sells into the U.S. frombtaining.pharmacy Consumer advocates and public health activiasswell as

Internet freedom activisth ave pr ot est e d foN.phBracy® Cangress shoudedchiew n
legislation hat would codify this standard aralso consider blocking funding to public education
campaigns that would empl oy NABP's . pharmacy as
pharmacy that does not end in .phaaty.

Conclusion

The GAQeport conflatesonline pharmacies operating internationally that offer Americans a source of
safe and affordable medication wittangerous pharmacy websites by referring to them both as
“rogue” . I 't o mi t s sesabqutmaitecs aelatinglta Angericana abtaining presgription
drugs online that may lead lawmakersrtake orallow the continuation ofmisguidedpublic policiesor

to encourage misguidedoluntary actions by companies

Due to the public health cris@f high drug prices, Americans have come to rely on safe international

a

online pharmacies such as CanadaDr ugs. ¢ o'mMisleading mformaganO r ef er

about online pharmaciesncourages overreaching federal enforcemantl private sectoactions that
endanger the public health by curtailiagcess tdower-cost, safe, prescribed medication.

Lawmakers should oppose legislation that would aggravate the public health crisis by curtailing access to
safe international online pharmacies.dantrast Congress should pass legislation to facilitate actions

235 Supra note 21The peefreviewed literature showing the safety of credentialed international online pharmacies is important

but not necessary to prove that the prices listed on PharmacyCheckeace for genuine medications are therefairae.

236Briesacher, Becky A. and Jerry H. Gurwitz, Stephen B. SoutRaténts AtRisk for CosRelated Medication

Nonadherence: A Review of the Literattird,Gen Intern Med2007 June; 22(6): 86871.Published online 2007 April 5.

doi: 10.1007/s1160807-0180x.

237 Funding sources transparently disclosed by NABP://www.dotpharmacy.net/aboutus|[Last accessed 10/30/2014]

“BMasni ¢ k , Mi krema “FBiirgmsPhSseeki ng Phar macy Domain to Crowd Out
TechDirt seehttp://pharmacycheckerblogcom/oppositiongrowsto-pharmafunded-applicatiorby-nabp-for-pharmacyto-

icannf Last accessed 10/30/2014] . -RAundedAppglieatonby NARP foo.Bhartmacpta Gr ows
I CA NN http://phareacycheckerblog.com/oppositiegrowsto-pharmafundedapplicatiortby-nabpfor-pharmacyto-

icann[Last accessed 10/30/2014].
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that shut downdangerous rogue pharmacy websitast explicitly prohibit funding for federal regulators
to shut downsafe international online pharmacies

While the FDA has never prosecutad individual for importing small quantities of prescription drugs

for personal use, the law should not subject Americansventhe possibility of criminal or

misdemeanor charges simply for buying medication for their own use and health prote@tiomal
penalties were created for those who are illegally importmgl re-sellingprescription drugsnot
individualswho are struggling to afford prescription medicatidrechnically, nder current lawan
American could be charged, prosecuted and putilnfga buying safe medication internationally for her
or his own useThe relevant statuteshould be amended to remove criminal penalties for personal drug
importation.

Section 708 of FDASIA facilitates tiestructionof safe,personally imported drug#\ccording to the

F D #&\proposed regulation§ection708 s a public benefit to taee extent
avoided because FDA destroyed a drug valFDAd at $2
fails to note the cost to the pulz health.Clearly, destroyg prescription drug orders of safe and

effective medicatiorwill threaten the public health e c ause peopl e won’t receive
ordered Congress can pass legislation to clarify under what circumstances FDBRstd@ild not

refuse admission tpersonally imported medicatiorfs®

Coordinatedfederal and globagfforts that bring together law enforcement and private industry in
annual campaigns calle@perationPangeaiaveproven effective in shutting dowtens of thousands of
rogueonlinepharmacie$®°P a n g ‘BAdtivities target the three principal components used by illegal
websites to conduct their trade the Internet Service Provider (ISP), payment systems and the delivery
s e r v*{* Additiorfally, coungrfeiters and those threatening the public health through online drug
sales have been arrested and imprisof&Continuing suclenforcement efforts, without overreaching

to engulf safe international online pharmacievelopingpublic education campaigribat do not scare
consumers away from safe international online pharmacesiusingall measures possible to lower

drug prices in Americaill greatly reduce threats to the public health from rogudline pharmacies,

while not endangering the public hellby curtailing online access to safe and affordable medication.

About PharmacyChecker.com

PharmacyChecker.comvw.pharmacychecker.cojs the only independent company that verifies U.S.

and international online pharmacies and compares prescription drug pitise®rifications and price
comparisons have been referenced by AARP Magazine, the New York Times, the Wall Street Journal, and

Z9Eor specific suggestions on how to best implement Section 708, see

Phar macyChecker.com Public Comments on FDA's proposed regul a
Administration Safety and Innovation Act (FDASIA), Jylget4:http://www.pharmacychecker.com/pdf/publicomments
fda-section708.pdf[Last accessed 11/13/14].
56 e Operation Pangea i nfhipr/iwarintemal.inttCrnmedareas/Bharmmackuticel we b si t e:
gﬂmeloperations/OperatiOFPanqea[Last accessed 10/30/2014].
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many othersFormed in 2002 wheiits founder, Tod Cooperman, M.D., saw that increasing numbers of
Americans were looking on the Internet to save money on medication but did not have adequate
information to protect their healthPharmacyChecker.comdsst&keholder in the online consumer

driven healthcare community, seeking an open Internet environment that promotes innovation and new
business models, especially those that serve the phigiadth.

333 Mamaroneck Avenue, White Plains, NY 10605
Main Line: 718&54-3067
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